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r.e.-itri, whether as a result of their c rt. ;3, st'social- engagements, 
or on informal occasions, oust submit written memoranda covering any 
substantive aspect of the contact. 'When conversations with Cocnjunisi; 
bloc personnel (in this case not normally . construed to include 
Turn slave) have beer, limited to mundane pleasantries or innocuous 
subjects which are of no reportable value, the incident yill 
nevertheless be reported to the principal officer or his designee, 
who will. maintain a record of such contacts, A report covering all 
types of official, social, and chance contacts: should be made to the 
Department '37 the officer controlling these contacts op a routine but 
current basis. Contacts with significant overtones must be, of course, 
reported on priority. These reports will be disseminated to the 
interested areas in the Department, and coordinated with, the represented 
agencies In Washington. 

Regional Security Officers and Post Security Officers conducting 
routine- security briefings should- advise all- clerical-personnel that 
contact with Soviet or Communist bloc personnel- is generally undesirable- 
Casdal, unofficial, chance contact may be -una voidable under certain 
situations and should not, of course, be an occasion fee; -rudeness. 
However, such contactsshould.be as brief 'as good taste allows, 
conversation should be limited to social-’ amenities,- and no effort should 
be made to arrange future social relationships . These casual contacts 
at clerical and staff levels are also of continuing interest anjd concern 
to the Department and should -be routinely reported" by: Jtbe control officer 
to the Department on the' same- basis as the contacts ‘ enumerated in ‘-the 
foregoing paragraphs. 
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This document contains information affecting the national 
defense of the United States, within the meaning of Title 
18, sections 793 and 794, of the US Code, as amended. 
Its transmission or revelation of its contents to or re- 
ceipt by an unauthorized person is prohibited by law. 
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I. INTRODUCTION 


"A 1959 directive of the leadership of the Committee for State Security [KGB] 
entitled 'On Intensifying Operations Against Americans Abroad assigns important 
tasks to KGB residencies. It directs increased efforts to recruit Americans work- 
ing in all types of U.S. Government installations abroad ; Americans in em- 
bassies, in military units and on the staffs of military blocs. Also included in 
the scope of the directive are Americans assigned to international organizations, 
overseas representatives of scientific institutions and business firms, news cor- 
respondents, students, etc." 

(Top Secret 1062 KGB Training Manual: 
“The Recruitment of Americana In the 
United Statee and Abroad.**) 


Nature of the Soviet Operational Program 

To the Soviet Government, and to the Soviet in- 
telligence services in particular, the United States 
is the "main enemy," a term appearing in numerous 
Soviet documents. Against this "main enemy," the 
Soviet intelligence services have developed over 
the years and are today conducting concerted, 
world-wide programs to probe, seek out and re- 
cruit Americans — official and private, civilian and 
military — in order to penetrate our agencies, acquire 
our cryptographic systems, intercept our courier 
communications, discover our military-related re- 
search and development, etc. In this effort, the 
Soviets bring to bear the conviction that Americans 
are essentially materialistic, motivated principally 
by monetary need or greed, and can therefore be 
"bought" to serve Soviet interests. 

This study describes and illustrates by examples 
an important threat to the security of the United 
States — the systematic and intensive program by the 
Soviet KCB (Committee for State Security) and 
CRU (Soviet Military Intelligence) to recruit 
Americans abroad and penetrate U.S. installations. 

It also pictures the average Am* lican overseas as 
he is seen through the eyes of So r Intelligence — 
primarily interested in money an. making more of 
it, typically indifferent to the means and often to 
the risks, a person with his guard down, talkative by 
nature, easier to approach abroad than be is at 
home. This provocative portrait is not imaginary; 


it is part of Soviet Intelligence doctrine and wiD 
emerge throughout this study in direct quotation! 
from KCB documents. The actual case example! 
cited, some in detail, will show the doctrine in prao 
tice. There will be particular emphasis on a paral 
lei Soviet concept that certain categories of Amcri 
cans, such as enlisted military personnel, junior em- 
bassy employees, and students are, in effect, sec- 
ond class citizens" and thus particularly worth 
while targets for aggressive Soviet intelligence offl 
cers and their agents. 

The Soviet program, as it has been observed on 
a world-wide basis, parallels and supplements So 
viet espionage operations within the United State; 
One of its principal aims is to acquire abroat 
American agents who have the potential and can 
be directed to serve Soviet espionage interests iq| 
the United States in various branches of the Fed 
eral Government, in the military services, in politi 
cal parties and in scientific and technological in 
stitutions and industries. 

Consistent with Soviet Intelligence priorities in 
herent in the "main enemy" concept, Americas 
outside the United States in both official and non 
official capacities have, whenever possible, been tax 
gets for recruitment. In early 1951 instructioi 
went out from Moscow to Soviet intelligence pel 
sonnel outside the USSR to step up already exis 
ing operational activity against Americans. Th 
instructions were repeated in the spring of 195 
and again in December of the same year. The 195 
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KGB leadership directive cited in the quotation at 
i hr head of this study reflects a Soviet policy-level 
decision to further increase the scope of the opera- 
tional effort. Classified Soviet material of consid- 
erably more recent date is also available which doc- 
uments the enlargement of the Soviet threat and the 
increased operational sophistication which is today 
ticiing brought to bear against Americans abroad. 

In recent years all KGB "trusted contacts" and 
agents, whatever their nationality or activity, are 
known to have been reappraised for possible direc- 
tion against the American target There is avail- 
able much reliable information to confirm that both 
thr KCB and CRU are working with intense con- 
■ n nation against Americans and U.S. installations 
abroad and that they have scored successes. 

The Soviet Services 

It is unnecessary to go into fine points of or- 
ganizational and technical distinction between the 
Soviet intelligence services 1 their respective ju- 
rtulictional spheres, but bri mention of the major 
< • inponents most active iu the global operations 
I •Ingram against Americans abroad is basic to un- 
'li'i standing of the program itself. 

a. First and foremost of these components is 
the KGB's Foreign Directorate (also known as 
the First Chief Directorate) which outside the 
liorders of the USSR has primary responsibility 
for clandestine positive intelligence collection — 
(Hilitical, military, economic and scientific — as 
well as for highly specialized covert activities to 


influence policies and actions of foreign govern- 
ments. The Foreign Directorate also has the re- 
sponsibility for counterintelligence abroad, in- 
cluding penetration of all foreign security and 
intelligence services. KGB staff officers assigned 
abroad under diplomatic, trade and other forms 
of official cover are under the immediate direc- 
tion of appropriate geographic departments of 
the Foreign Directorate. It has been noted in 
recent years that officers with American Depart- 
ment experience are being sent increasingly to 
posts remote from the United States on the tested 
theory (more on this later) that work against 
Americans there is easier and more rewarding. 
Many of the KGB’s American specialists have 
served tours in the United States, speak English 
fluently, are familiar with many aspects of official 
and private American life, and concentrate their 
operational efforts on the American target wher- 
ever they are stationed. 

b. While the KGB as the larger and senior 
Soviet service, plays the major role in operations 
discussed in this paper, the CRU (actually the 
Chief Intelligence Directorate of the General 
Staff of the Ministry of Defense) works actively 
and with equal professionalism to collect stra- 
tegic military intelligence abroad and is there- 
fore primarily pitted against American military 
personnel and installations. It is also engaged 
in operations against American scientific and tech- 
nical personnel in the West, particularly where 
the field of specialization has a military appli- 



FIGURE 1. KGB MOSCOW HEADQUARTERS, KNOWN AS "THE CENTER" 
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cation. However, the CRU lacks exclusive do- 
main, even in military intelligence, and consider- 
able overlapping and even rivalry with the KGB 
is common. 

Overseas Deployment of KGB and GRU 

Few Americans abroad in diplomatic, military 
or other official and private capacities fully appreci- 
ate the overwhelming overseas deployment of So- 
viet Intelligence which can and is being brought 
to bear against them as well as against non-Ameri- 
can targets. The fact is that about 60% of the 
approximately 7,000 Soviets abroad in official in- 
stallations are intelligence officers of the two serv- 
ices in a ratio of roughly two to one in favor of the 
KCB. Among Soviets with diplomatic rank the 
percentage of intelligence officers is even higher, 
the world-wide average is about 75% and in some 
countries it tops 90% These statistics are based 
on identifications made by Soviet intelligence offi- 
cers who have defected to the West and arc in a 
position to point out their former colleagues and 
on analyses by Western security and counterintelli- 
gence services, including American, which have 
been able to detect and observe the Soviets in 
operational intelligence activity. 

Intelligence units (known as legal residencies) 
of both KCB and CRU exist independently of each 
other in Soviet missions abroad, and staff personnel 
of both services are protected by diplomatic im- 
munity or have other official status. The opera- 
tions chief of each residency (referred to as the 
resident) normally has a senior cover position. 
In the case of the KGB, the resident may be coun- 
selor of embassy or at a minimum a Erst secretary. 
Since 1961 the GRU resident has been divorced 
from the too-obvious role of military attache and 


now has no visible military affiliation. Typically, 
be may be a first secretary of embassy, or, perhaps, 
deputy chief of the Soviet commercial representa- 
tion. 

Ope ati«>nal intelligence officers of KCB and CRU 
residencies abroad are widely dispersed through- 
out all components and levels of the official Soviet 
mission. They have cover — and function on a 
part-time basis — as diplomatic secretaries of all 
grades, as political and cultural and scientific at- 
taches, as consuls, vice-consuls, press and informa- 
tion officers, foreign trade representatives and, as 
indicated, in almost every country they far out- 
number the legitimate diplomats of the Ministry of 
Foreign Affairs and non -intelligence representative* 
of other Soviet ministries or organizations. In 
some offices, intelligence personnel may have a 
complete monopoly. Certain consular offices, for 
example, have been wholly staffed by the KCB. 
And it is by now a well-verified fact that all person- j 
nel of Soviet military attache offices, including, 
low-ranking ostensible civilian employees, are ac- 
tually professional military officers and career mem- 
ben of the GRU. This situation frequently give* 
rise to some curious evolutions In cover and rank. 
To illustrate, Pavel Ivanovich Lomakin, a civilian 
chauffeur of the military attache office in Rome 
from 1954 to 1960, next appeared in Cyprus in 
1964 as a full-fledged Lt. Colonel with the tido of 
assistant military attache. Similarly, Robcspicr N. 
Filatov. • lowly civilian driver/interpreter for the 
military attache in Ottawa from 1957 to 1960, was 
posted to Rio de Janeiro In 1963 with diplomatic 
rank as second secretary. Filatov, it is known, was 
actually a lieutenant senior grade of the Soviet 
army while in Canada; Lomakin was probably a 
major while in Rome. 



FIGURE 2. GRU OFFICERS LOMAKIN (LEFT) AND FILATOV 
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The overseas deployment of Soviet intelligence 
rtlcen, whether located within or outside official 
i. » I illations, comes reasonably close to saturating 
'to available accredited cover positions. The ma- 
Mity of Soviet news media personnel abroad are 
diligence officers. Overall, more than 00% have 
so identified and this is considered a minimal 
■ < ure. included in this category are correspond* 
nia for the newspapers Pravda and Izvestia and 

• | -rvscntatives of the TASS and Novosti news 
i{«)dcs. Aeroflot, the world- wide and still ex- 
, • iding Soviet civilian airline, provides both cover 
••-'I support to Soviet Intelligence, particularly tlie 
1 HU, and surveys in recent yean have established 
'M 70% of its overseas representatives are staff 
rfb rn of that service. 

Krom numerous publicized espionage cases in the 

• «.ited States, Americans have become generally 

• •are that the United Nations in New York, in- 

• ihng the internationally staffed Secretariat and 

• • jiermonent Soviet U. N. Mission, is used as a 
*>v*r base by the Soviet intelligence services. The 

is true of U. N. offices and specialized sub- 
utliary organizations in Europe. One example is 
4* Paris headquarters of the U.N. Economic and 
1 .Itural Organization (UNESCO) where over 00 
k.vtats are employed in the Secretariat or attached 
» the Soviet UNESCO Mission. Approximately 
are identified or suspect intelligence officers 
mmJ the true percentage is believed to be much 
fcgl* r. Another exampl. is the Internationa] 
Atomic Energy Agency (L.ivV) with headquarters 
••• Vienna. Out of 55 Soviets working in the multi- 
ntloftal IAEA Secretariat as technical experts, 

• oitlators, etc., or attached to the permanent So- 
ft* IAEA Mission, nearly half are identified or 
«t'*i^ly suspect intelligence officers with the mar- 
pi of error believed to be on the conservative side, 
ft** picture is much the same in Geneva with a 
Wf >> *t>n centra tion of KGB and CRU officers in the 
' N European Office (EOUN), the permanent So- 
rt* Mission to EOUN, the Economic Commission 

• » Europe (ECE), the World Health Organiza- 

(WHO), the World Meteorological Organiza- 
lft*t l WMO), the International Labor Organization 
MX)), the International Telecommunications 
Da* n (.ITU) and others. 

• to KGB and East European Bloc Services Abroad 

Al several points there will be a reference to 
wiiihii in which agents or personnel of one of 


the intelligence services of the East European Com- 
munist Bloc have given support in the West to a 
Soviet Intelligence operation against an American. 
This is an outgrowth of the close working relation- 
ship which is lmown to exist between the KGB and 
the civilian East European Communist services 
which share the Soviet concept of the United States 
as the “main enemy." ( For purposes of this paper, 
these are the services of East Germany, Poland, 
Czechoslovakia, Hungary and to a limited degree, 
Rumania. ) Loszlo Szabo, a senior intelligence offi- 
cer who defected from the Hungarian AVH, re- 
ferred to this collaboration in the following terms in 
testimony before a committee of the House of Rep- 
resentatives of the Eighty-ninth Congress: 

"Periodically, the Soviets call conferences with the 
Bloc services In the USSR for db cm rton of intelligence 
objectives and problems. The work between Soviet 
and Bloc Intelligence and security services is • direct 
result of the cooperation between the national Com- 
munist parties and the Communist Party of the Soviet 
Union. . . . Each Bloc service has agreed with the 
Soviet service to achieve certain broad objectives to 
its own interest and in the interests of other Bloc 
services. The United States is considered to be the 
main enemy.** 

The periodic conferences mentioned by Szabo 
tako place annually and the inter-service agreements 
made are followed up with day-to-day coordination 
and guidance by a small group of KCB officers as- 
signed to the headquarters of each counterpart Bloc 
service. Although much of the emphasis is on 
operations against American and other Western per- 
sonnel and installations within the Bloc area (a 
subject outside the scope of this paper), there is 
evidence that the Bloc services, where they are rep- 
resented abroad in the West, cooperate closely with 
the KCB, occasionally to the extent of making 
thiir wn personnel and local agents available to 
tbs latter. 

In the field of military intelligence operations, 
particularly those involving American military per- 
sonnel and installations connected with NATO, re- 
lationships are also close between the CRU and the 
East European military intelligence services. Inter- 
service agreements on intelligence requirements are 
reached at annual meetings of the Warsaw Pact 
powers. There is evidence that the CRU and the 
Bloc military intelligence services regularly share 
views, experiences, technical knowledge and opera- 
tional tasks not only at the headquarters level within 
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the Bloc area but also in the West through collabo- 
rative relationships between residencies through 
their respective military attaches. 

In summary, this introduction has sought to iden- 
tify the existence and steady intensification of the 
Soviet Intelligence threat to Americans and U.S. 
installations abroad and briell. > describe the So- 
viet components involved and .1.0 variety of cover 
positions from which they operate on a truly massive 


scale. The sections which follow will be primarily 
concerned with the goals of Soviet Intelligence oper- 
ations against Americans abroad, the target cate- 
gories of highest priority (and their vulnerabilities), 
the Soviet approach to these targets frontally and 
indirectly and, by illustration, Soviet techniques 
both crude and subtle which, as we will see, fre- 
quently fail but too often have succeeded with 
serious security damage to the United States. 
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M THE GOALS AND AMERICAN TARGETS ABROAD OF SOVIET INTELLIGENCE 


"The directive [by KCB headquarters] stresses the need to recruit agents who 
can provide us with official documents from American installations. Priority . . . 
is given to agents with access to encrypted and other secret correspondence, such 
as code clerks, cipher machine technicians, file clerks and secretaries. ... It 
instructs our officers to be more aggressive In developing personal contacts and 
confidential relationships with Americans abroad who can obtain work either 
within U.S. overseas installations or with U.S. Government and scientific organi- 
zations in the United States. Similar confidential relationships are also desired 
with Americans abroad who work in American establishments in any capacity, 
such as translators, drivers or even domestics . . . such agent networks should 
be used to obtain a complete picture of the staffing and work schedules within 
American installations in order to obtain secret documents and to emplace audio 
surveillance devices. m 


TW primary goals of Soviet Intelligence opera - 
•gainst Americans abroad are to obtain crypto- 
; materials so as to be able to read enciphered 
«■»»*• nkicut ions, and to acquire, preferably in doc- 
««»iary form, official secrets through recruitment 
«# • -Means — civilian and military and of all 


'W who themselves have access to the classi- 
I ml • -rmution. 


TW» are, of course, other objectives: to collect 
scientific and technological information 
H • II v every field, industrial as well as military, 

•Ml m well as classified; to work toward ultimate 
and manipulation of American political 
fipf life through identification and assessment 
i. uns with the potential to be political action 
and, in addition, to cultivate various cate- 
i4 non-official Ami ins abroad, such as 
faih'ii, who can be br<< .it under control and 
fM«»*ikrd to seek jobs eventually with U.S. Govern- 
ih •grncies, including the intelligence and 
mem" r services. All of these, however, are second- 
er. i hr basic goal of getting secret information 
American overseas installations by every pos- 

» *■ * » MMIU. 


»• »•« < ategories 

"V.u the KGB would not overlook any promis- 
•»* * mMican target — an ambassador, career For- 


eign Service officer, or any other senior U.S. official 
abroad — it is clear from Soviet Intelligence doc- 
trine and from scores of reported and often ob- 
served KCB and GRU developmental operations 
and recruitment approaches that the most aggres- 
sive Soviet operational activity is directed against 
junior employees of American diplomatic and other 
official establishments and against enlisted over- 
seas personnel of the military services. It is this 
broad category of code clerks, secretaries, Marine 
guards, etc., which the Soviets regard as particu- 
larly vulnerable since (in the words of one KCB 
directive) "they do not belong to the privileged 
class and are worse off financially.” 

Code and Communications Personnel 

In 1961, a general directive sent to KCB residen- 
cies abroad, signed by Aleksandr Nikolayevich Shel- 
epin, then Chairman of the KCB, emphasized force- 
fully that the first priority task of every residency 
was “to recruit cipher clerks. - It noted tersely 
that “the most fruitful results - were obtained in 
this manner. KCB residencies were instructed to 
concentrate on “the identification of American code 
clerks in preparation for approaching and recruit- 
ing th in." It is known that at least one KCB resi- 
dency in the West received follow-up support from 
Moscow headquarters on the heels of the Sbelepin 
directive. This was in the form of a prepared list 
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of code clerks, complete with names and biographi- 
cal data, who were at thut time assigned to the 
Western country and against whom residency ef- 
forts were to be concentrated. 

The majority of code elerl ind other American 
communications persoiun.l *ud tend to fall in 
the “junior employee* category in terms of grade 
and salary. For the most part, they are relatively 
young, often unuttached (both male and female), 
often less politically sophisticated than senior per- 
sonnel, and tend to spend their off-duty social time 
in company with each other and with other junior 
employees. Unlike their Soviet counterparts 
abroad, who are required to live within Soviet offi- 
cial Installations and are not allowed on the streets 
without a protective escort, American embassy code 
clerks live where they please and are free to cir- 
culate socially, to associate with local citizens and 
non-official Americans at their foreign posts. Under 
these conditions their specialized and sensitive oc- 
cupations tend to become widely known and, in 
fact, it is relatively easy for an aggressive and ca- 
pable Soviet intelligence residency, especially one 
which makes effective use of a local agent network, 
to identify them and develop moans of direct or 
indirect access for assessment purpose* and, in some 
cases, for recruitment attempts. 

The Soviet effort against code clerks takes almost 
every imaginable form, ranging from the wildly 
crude to subtle, well-planned and highly complex 
operations in which the Soviet hand is concealed 
until the last moment and the Intended victim is 
caught completely by surprise. 

An example of Soviet crudity in particularly bla- 
tant form occurred in 1966 in Dar es Salaam, 
Tanzania. Vladimir T. Putyatov, Soviet second 
secretary and CRU officer known to specialize in 
operations against communications personnel, ap- 
proached an American Embassy code clerk who was 
entertaining an embassy secretary at a beach resort 
restaurant. An assiduous cultivator of Americans, 
Putyatov had met the code clerk socially a few 
weeks before and unquestionably was aware of his 
occupation. The Soviet invited himself to dinner 
with the American couple, proceeded to get drunk, 
then offered to make both of tho Americans rich if 
they would give him embassy documents for which 
he would pay in American dollars. He kept insist- 
ing the code clerk meet him privately. More an- 


noyed than alarmed by Putyatov'i persistence, the 
Americans, even with pointed imultj, were not able 
to make the CRU officer leave them alone. They 
were finally rescued by another Soviet (a known 
KCB officer) who came over to the table and led 
his staggering colleague away. Putyatov, how- 
ever, remained persistent even when sober. A few 
weeks later he showed up uninvited at a dinner 
party given by an AID employee for several Ameri- 
cans, including the same code clerk. This time, 
and without drinking, Putyatov again concentrated 
hiJ attention on the code clerk. The latter, how- 
ever tin. I been keeping the embassy security offloe 
Info; mod of Putyatov'i aggressive actions and the 
Soviet finally abandoned his efforts. 

Not infrequently, an indirect method involving 
use of local (non-Soviet) agents and compromise <J 
the target individual through sexual involvement 
is a favorite Soviet first step. A few yean ago in a 
North African country, a Soviet Intelligence officer 
told one of his agent], a European businessman and 
local resident, that his principal objoctivo was to 
penetrate the American Embassy communications 
section. Ho planned to achieve this by sexual com- 
promise of a female embassy clerk whom be Iden- 
tified to the agent. Tho latter, at that time only 
slightly acquainted with the American girl, was or- 
dcred to seduce her and was promised a large finan- 
cial reward If successful. In tills case, he was not. 
Similarly, in a Near Eastern country, a local govern- 
ment official who had been recruited as an agent 
by the Soviets, was instructed to meet and culti- 
vate two American girl* who were close friend*— 
one of them an embassy code clerk, the other a 
CIA employee. The Soviet officer described both 
girls as attractive, single, and "second class citizens." 
In telling the agent to become sexually Involved 
with either one of the girb, the Soviet officer dis- 
played a diamond ring which ho promised would 
be available for presentation as a gift if the agent 
was able to cany out his assignment. 

Once having set its sights on a code or commu- 
nications target believed even remotely susceptible 
on a long-range basis to Soviet inducements or 
threats, the KGB is both relentless and patient 
One Department of State communications techni- 
cian who, although American by birth, had an East 
European ethnic and educational background and 
once served in a very junior capacity in an American 
diplomatic mission in the USSR during World War 
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H K«a since been the object of two developmental 
•pi • «( lies in different parts of the world, followed 
fcp « subsequent recruitment attempt at a third 
P^t. In this particular case, the KGB con- 
•*-1 an "accidental" encounter in the Far East 
•§•'• a Soviet citizen (coached by the KGB for the 
if not a regular staff officer) whom the 
A*mksii had last known and last seen 16 years 
as a young and friendly el ectrici au/h an dy- 
■»- >n the USSR. This time the Soviet posed as 
g| abluent civilian TV factory director from Len- 
■feM'l. temporarily in the Far East on business. 

> a <-i«||y, travel records showed the Soviet was 
pMa><r in the area with a diplomatic passport on 
■■pgrary duty from the Ministry of Foreign Af- 
Hm ' The second Soviet approach, this time in 
H**V. came two years later and involved a KCB 
>• *n operations specialist under diplomatic 
H** who presented himself to the American bcar- 
fep (••*tings and a letter from the original Soviet 
Hnd The new Soviet attempted to follow up 
Bt *»»t approach with renewed efforts at cultiva- 
and rapport. A third — and crucial — approach 
■p place three years later in a different West 
country. The American unsuspectingly 
•M* and made friends with a person who passed 
■■mU off as a naturalized South American busi- 
of the same East European origin as the 
■K"* -u himself. The two were in occasional 
contact for approximately eight months be- 
PN anything happened When the completely un- 
■Baaad recruitment proposal was made — and ro- 
■pad it was ostensibly on behalf of the foreign 
Mplgvocc service of the East European country 
KjlwA » anted information on "all types of American 
■kfchgiaphic equipment," in return for which the 
flVNad American was offered financial security for 
■l *aa< of his life. The circumstances of the un- 
recruitment bid indicated strongly that 
BitM’-mible naturalized South nerican was ac 
ip#? a Soviet ''Illegal," i.e., u soviet intelligence 
living and working in the West camouflaged 
umented with a false. non-Soviet nationality. 

The following case, although not new and given 
mu motion in the press at the time, is recounted 
■i la fuller detail titan before. Although there 
§m inexplicable aspects which are not likely 
pfra bo resolved, the Soviet attempt to recruit 
■rib >«*k Donald Uhan is a classic example of a 
m-- , oned, devious operation in which the So- 


viet hand was, in fact, completely concealed until 
the last moment. 

Donald Ultan, age 30, Brooklyn- born employee 
of the American Embassy in Vienna, graduate of 
the University of California, applicant for career 
status in the Foreign Service and accustomed to 
European life from previous residence in Paris, was 
of special interest to Soviet Intelligence for a variety 
of reasons. First and foremost, he was a code clerk 
and thus automatically in the top priority category 
for recruitment. Secondly, his father was an 
emigre from Czarist Russia to the United States, 
and although the sun had been brought up to speak 
only English at home, from the somewhat myopic 
viewpoint of Soviet Intelligence there was a bare 
chance that he might harbor some * elements of 
sympathy for the homeland of his father. Thirdly, 
he was Jewish with apparently strong feelings 
about Nazi persecutions and an interest in the 
Resistance movements of World War 11. And, 
finally, he was fluent in French, liked to convene 
in it, and was interested in languages in general. 
All of these factors, plus undoubtedly others, had 
come to Soviet attention in Vienna through their 
excellent local capability to monitor closely the job 
status, persona] characteristics and social patterns 
of the young American group in Vienna, including 
embassy code clerks and secretaries, graduate stu- 
dents at the University of Vienna and some expatri- 
ate types with vaguo means of support Inter- 
woven with this group were others of various na- 
tionalities, including Austrian employees of the 
American Embassy. Although this group was by 
no means a single, clubby unit in the relaxed charm 
of Vienna's coffee house, concert and cocktail party 
circuit, the Soviets had within it an agent, exclu- 
sively directed against the Americans in the group, 
who had tong since spotted Ultan, knew him and 
his friends, shared some of their social life and was 
willing and able to assist the KCB in mounting a 
somewhat bizarre operation against tire code clerk. 

Hie sidewalk cafe of the old and famous Sacher 
Hotel, a pleasant spot for an aperitif in May 1058, 
was the opening scene. The agent of the Soviets, 
a naturalized citizen of a friendly Western country 
and a brilliant mathematician, had invited an un- 
employed American teacher, a dose friend of Ultan 
and, like him, a fluent French-speaker, to jof° him 
for a drink. The plan was quite simple; merely 
to bring about a "chance" meeting between the 
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■KM* •'xiM’where in France (it is not clear what 
Kli ) but particularly emphasizing that by pro- 
HpH »t.' Soviets with secret information on a one- 
B iuM, Ultan could score a "coup” and need 
PP It further involved. At this juncture there 
■P#* ^ * preted interruption. Ultan ’s friend, the 

teacher. dropped by for a visit, as he 
h did, and conversation reverted to normal 
|.*i<ruec. Ultimately, Ultan left the apart- 
flBl lb , -f tome beer for all of them and Beck 
him to the street. There on the sidewalk 
began again, with Beck repeatedly 
n»orMry to Ultan. “How much?”, asked the 
apparently more out of curiosity than 
rWr “You name it.” was the reply, 
if Ultan would agree to meet him once 
mb* •* over the matter. When Ultan acqui- 
*'• • 1 pulled out a slip of paper on which a 
Wfm ting place away from the heart of the 

PP already written down; they agreed the 

^■1 »~«U| he at 3 P.M. on 5 November. At this 
Hp **~l »till perhaps not fully grasping the iro- 
BBI «hat was happening, Ultan solicitously 
■ftvi f • V if he had been coerced by the Soviets 
for them. The reply was a clincher. 
■I *** coerced, said Beck, nor was he a Bel- 
I *m a Soviet citizen with a Soviet pass- 
■ 4 He fumed down the street and disappeared. 

M|W rtttfinrtl Ultan reentered his apartment and 
BH ftp \ mm can teacher what had happened. 

given him was to repent the whole affair 
Hi^i'H to the embassy security o£Bcer. Ultan 
■^1 but mistakenly felt his first responsibility 
pi his parents, particularly his Russian- 
out of the city on some sort of pretext, 
lie feared for their safety. This took 
<bn to arrange and on 4 November Ultan 
h with the security officer. 

I ,||i •» diurl tu establish the true identity of Bede, 
were made with Austrian authorities 
him at the scheduled meeting the 
' Uy. Security plaindotbesmen were 
(B|^ mu •/mind the meeting site and dosed in 
PPB two men met. However, when identifi- 
■■RP »•* demanded. Beck established his immu- 
(jfc an eat by producing a Soviet diplomatic 

bpM imi«d In Moscow on 18 March 1968 in 
A| «f Mikhail Shchul Third Secretary of 
JbUtaiairy uf Foreign Aff.u. The Austrians had 


no choice but to release him. He departed for 
Moscow by air the next day. 

Austrian authorities were able to reconstruct that 
Shchukin (probably a false name) first arrived 
in Vienna from Moscow on 23 March 1968 on as- 
signment to the permanent Soviet Mission to the 
International Atomic Energy Agency, a subordinate 
body to the United Nations with headquarters in 
Vienna. This was approximately five weeks be- 
fore be was inserted as Josef Beck into the circle 
around Ultan. On 12 June, it was established, 
Shchukin flew back to Moscow and did not return 
to Vienna until 24 October. From this pattern It 
is evident that he was not actually stationed in 
Austria on a permanent duty tour basis. Unques- 
tionably a KGB staff officer (and probably not 
Jewish, as claimed, since Jews are a rarity in the 
Soviet intelligence services). It would appear that 
he came to Vienna under diplomatic cover, on 
temporary duty, solely for the purpose of develop- 
ing and canying through the Ultan operation. He 
went back to Moscow KGB headquarters in June 
when he apparently felt he had completed the de- 
velopment phase and returned to Vienna in late 
October for the final step — the unsuccessful recruit- 
ment attempt The uncharacteristic five-month 
gap between the relatively brief, indirect and al- 
most detached cultivation of the American code 
clerk and the abortive attempt to recruit him is 
difficult to explain. The delay could have been a 
measure to protect the original, non-Soviet spotter/ 
agent, who had been negotiating for a professional 
job in another Western country. This agent left 
Austria, in fact, just before toe attempt to recruit 
Ultan. On the other hand, the delay could have 
been due to other factors such as KGB internal de- 
bate as to whether Ultan was, in fact, reasonably 
susceptible to a recruitment bid. 

Military Personnel 

“The KCB directive [of 1969] specifies a need for 
mare recruited ageota — both Amencana and local 
citizen*— who work at . . . U.S. military bares and 
ocher strategic targets.* 

It has already been noted earlier in this paper 
that although the CRU is operationally active 
against American military personnel and installa- 
tions abroad, toe KGB also pursues military targets 
and, in fact, is directed to do so as illustrated by 
the above quotation from a KCB document 


CONFIDENTIAL 11 


17 



CONFIDENTIAL 


The files of U.S. security services Are replete 
with instances of both direct and Indirect Soviet 
probing of Ameriran military personnel in every 
quarter of the world. This is true of enlisted men 
detailed to military, naval and air attache offices 
abroad who, generally shaking, have much the 
same social mobility in their local environment as 
junior civilian personnel of other sections of the 
diplomatic installations concerned. It is also true 
anywhere there are American military personnel 
overseas — in West Cermany, Italy, Spain, Greece, 
Turkey, Iran, Libya, Thailand, Japan, etc. 

Regardless of location, the Soviet objective is the 
same — spotting and development of character 
weaknesses and personal vulnerabilities which will 
facilitate recruitment and subsequent control, pref- 
erably control which can be maintained over the 
long term and after the recruited agent is rotated 
back to duty in the United States. 

In a 1966 study titled "Motivations to Treason," 
the Office of the Assistant Chief of Staff for Intelli- 
gence of the Department of the Army made a sys- 
tematic comparison of factors which, since World 
War II, have led U.S. military personnel to engage 
in espionage or defect to the USSR or Communist 
Bloc states. Interestingly. ound no evidence in 
any espionage case studies i i an Army serviceman 
having been recruited on the basis of foreign birth, 
ideological preference for communism or threats 
based on the presence of relatives in communist 
controlled areas. It did find, however, that mili- 
tary personnel who are maladjusted and have “gone 
sour" are the ones most susceptible to Soviet and 
other hostile recruitment. Present in some degree 
as common denominators in virtually all cases of 
both espionage and defection have been factors 
of sex, liquor, marital problems, personal imma- 
turity and debt. The greatest single inducement 
to recruitment for espionage has been greed for 
money. 

To a remarkable degree these findings coincide 
with Soviet Intelligence doctrine. One Soviet offi- 
cial document put it this way: "In developing re- 
cruitment candidates, the KGB urges skillful ex- 
ploitation of financial insecurity, rna t ^ pql 
weakness for liquor, gambling and other personal 
vulnerability factors." 

Army Sgt. Robert L. Johnson, arrested by the 
FBI in 1965 and currently serving a 25-year prison 


sentence for espionage, ia a prime example of 
soldier who "went sour," sought to defect to # 
Soviets, and instead wound up serving them as 
recruited agent in both Europe and the Ur 
States over a span of more than a decade ]> 
this period he received, by his own estimate, a 
proximately $25,000 and, from the Soviet s' 
point, it was money well spent 

The product of a broken home and a high 
dropout, Johnson was a veteran of some 10 
Army service who had accumulated a variety 
personal and career problems by early 1953, 
which time be was stationed with an infantry 
in West Berlin. He was supporting an Au. 
bom mistress, with a background of immorality 
mental instability, and an illegitimate rbtM 
efforts at permission to marry had so far been 
successful and his hopes were not hi gh In 
unit assignments he had suffered a series of 
or imagined set-backs which he blamed on his 
periors. He finally came to the point where, in 
own words, "I did not want to have anyt 1 
further to do with the Army or the American 
of life . . . with all these things on my mind, 
decided to seek asylum with the Soviets." 
attempt was made in East Berlin, but Johnson 
rather easily persuaded to remain in place as 
agent of Soviet Intelligence. Shortly thereafter 
received permission to many and obtained a tr* 
fer to the Berlin Command G-2 Section (In 
gence) as a clerk in charge of files. In this 
job he systematically began to photograph cU 
doeum nts with a miniature camera and used 
wiie n a courier to pass the film to the So 
During this period, and for cash payments, Jo' 
recruited — and subsequently introduced to 
Intelligence— James Allen Mintkenbaugh, also a 
clerk in the G-2 Section, to assist him in his 
onage work. (During the ensuing years J 
and Mintkenbaugh worked both together and 
arately for the Soviets, even after 1956 w 
Mintkenbaugh returned to the States for dia 
Mintkenbaugh was arrested at the same time 
Johnson and also received a 25-year prison 
ten ce.) 

Although all of Johnson’s work for the Soviets 
of value to them, the highlight of his espir 
career came during an assignment to the 
Forces Courier Transfer Station at Orly Field, 
Paris — a transfer point for sealed courier man i 


12 


CONFIDENTIAL 



FIGURE 4. COLLEAGUES IN ESPIONAGE.- FORMER ARMY SGTS. JOHNSON (LEFT) 
AND MINTKENBAUGH 

Personal problems and the lure of Soviet money led to treason in Europe and the U.S. 


» l»ly classified, between the military services 
r |-* and the United States. The courier serv- 
• U«» utilized by other U.S. Government com- 
e* Beginning in May 1961, Johnson assessed 
*fa «t<rd about courier service personnel to the 
i* (thereby providing them a number of po- 
ll • nut inent prospects) and photographed 
4»««i ilird the Courier Station itself. All of 
Mi preliminary to the real Soviet objective — 
">4iikms penetration of the Courier Station 
!«• access to classified pouch envelopes. To 
m i lib, Johnson volunteered for permanent 
m»I duty at the Station during which time 
Mill- .done at night and with physical access 
• utrrtor of the vault By making use of 
■ftrMtuns of the key used to open the padlock 
If ••-in# a Soviet-supplied radioactive device 
»■•» i t.r combination Lock and read the com- 
|uhnson gained unauthorized access to 
mk itac'lf in November 1962 and began to 
f V viri Intelligence with pouch envelopes. 
k»A • - « i % ion be removed up to 15 envelopes 
hmf up to Top Secret from the vault, left his 
IbfeRi -nd passed them under cover of dark- 
a> l*»i Soviet contact who waited a short 


distance away. The envelopes were returned to 
Johnson within a few hours, after the Soviets had 
opened them, photographed the contents, and then 
resealed them. KGB document specialists were 
sent to Paris from Moscow to process the valuable 
material supplied by Johnson, including the delicate 
Job of opening and rescaling the envelopes. In the 
late spring of 1963 the Soviets suspended the vault 
operation for security reasons but planned to resume 
and expand it when the nights grew longer later 
in the year. Johnson, however, was transferred 
from Orly before that time. 

The following case involving recruitment over- 
seas of an enlisted man is covered in some detail 
as a striking example of thorough advance spotting 
and assessment by Soviet Intelligence, of exploita- 
tion of character weakness and greed for money, 
and use of the technique of threat of exposure based 
on compromising information. 

The first American negro ever convicted of espi- 
onage is Nelson C Drummond, former Yeoman 1st 
Class, U.S. Navy, who received a life sentence in 
1963 for betraying his country in return for Soviet 
payments totalling about $24,000 over a five-year 
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period. Alt) »ough his sordid career came to an end 
late one night in September 1962 in the parking lot 
of a diner at Larchmont, New York, when the 
FBI, which had been on his trail for some time, 
arrested him in the act of passing classified naval 
documents to a GRU staff officer camouflaged as 
a diplomat, the start of his downhill slide into es- 
pionage and ultimate degradation actually began 
3,000 miles away — in London, England. 

Drummond, in the late autumn of 1957, was a 
2fl-year-old administrative derk in the Grosvenor 
Square headquarters of the U.S. naval command 
for England, Atlantic and the Mediterranean 
(known at the time as CINCNELM). His Top 
Secret and COSMIC (NATO) security clearances 
gave him daily access to highly classified American 
and NATO naval documents. But despite the 
trusted position, the stocky and partly bald sailor 
with a neat mustache was as full of rharart^r flaws 
and vulnerabilities as a man could be. 

For one thing, Drummond was a gambler with 
chronic financial problems which led him to borrow 
money from anyone who would lend it His debts 
piled up. He was involved in black-market filing 
of liquor and cigarettes from the Navy Exchange 
store. There were expenses to be met, the costs of 
London pub-crawling and evenings of heavy drink- 
ing at a seamy nightspot called the Sunset Club. 
It was here he met a prostitute/ waitress with an il- 
legitimate child. She lived with him without 
working at either of her professions, for nearly a 
year in several cheap apartments. He finally- kicked 
her out in favor of an unbroken series of back-street 
pickups, some of whom he treated brutally, and 
ooae of whom stayed with him for more than * few 
days at a time. 

Drummond was altogether an unsavory character 
with a reputation as such at his off-duty hannt< 
The Soviets, through the eyes and ears of the 
spotter agents they always maintain in large for- 
eign cities, became fully aware of the man, his job, 
his weaknesses and his dally routine. The rest 
proved quite easy. 

One evening when Drummond, dressed as 
in civilian clothes, was homeward bound on Bays- 
water Road from office to subway he was ap- 
proached on the street by a friendly stranger wbo 
struck up a casual conversation leading quickly 
to adjournment to 'a nearby pub. For over an hour 
the stranger bought Drummond’s drinks — shots of 


whiskey at the equivalent of a dollar a shot, 
sailor readily agreed to the suggestion they ha 
few together the next night at the same p 
The second time was a more extended 

spree, lasting some five hours, and ag 

stranger paid the check. Drummond, by one 
count after bis arrest five years later, said 
thought his benefactor was an Englishman, 
later admitted detecting an accent but said 
tliought nothing of it because of the man y fores 
and foreign accents encountered in London, 
any event, be had no suspicion his new friend 
Soviet, asked no questions — not even the 
name — and in somewhat befuddled state s» ( 
favorably when asked if be would like to earn 
pounds by illegally obtaining a Navy ID card 
that friends of the stranger could have acc es s to 
Navy E xch a n ge. He accepted the money in 
vanoe and unhesitantly signed the receipt w 
the stranger said be needed “to show the 
where the money had gone. 

A week or 10 days later when the stranger 
up at the same pub, Drummond could not p 
the ID card. In fact, he had do means of o* * 
ooe. He was promised a little more time. ™ 
fourth meeting, when the sailor still could not r 
duce, the action stepped up. The stranger t 
Drummond he had better come with him, and i 
two men walked a few blocks to what the sailor 
first thought was a private mansion. They i 
up a driveway and into a side entrance, v In * 
at the rear of the first floor the stranger had 
mood sit down, introduced himself (not by 
as a colonel in the Soviet Army, produced 
original receipt for 250 pounds which had 
altered to include wording that the signer a 
to furnish documents as well as an ID card, 
told Drummond he would turn it over to the 
thorities and also expose him for black market 
tivities if be failed to produce classified informa 
from his job at CINCNELM. The thon 
cowed sailor agreed, accepted and receipted It 
o«her 50 pound payment, was escorted out the 
d<«or and placed in a waiting car which took him 
the other end of the driveway to anntl^T s' 
then drove him around for a time at random 
finally deposited him on a street corner. 

Twice in die next few weeks a chauffeur-i. 
car pulled alongside Drummond as he walked l 
B ayswater Street and a new Soviet demanded 
promised documents from CINCNELM. 
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r » failure to produce led to another confronts - 
to* with the colonel in what the American now 
•a^-rd was the Soviet Embassy. The threats 
more forceful this time, another payment was 
to* and a new receipt signed which specifically 
Storied the promise to supply classified informa- 
to» from the American headquarters in Crosvenor 
Abmh?. At this point (possibly sooner, because 
feufumond's later confession cannot be considered 
#tofl » reliable } the regular passage of sensitive ma- 
iMNaJ began. 

'Tto technique was always the same. He would 
|i “ ^ed up on designated days by two Soviets 
to a « at which would pull -n alongside him on 
pi • i water Street, lie won pass documents to 
^ Wviet in the rear seat aid the latter would 
£«'!y thereafter be dropped off on a street corner 
^ disappear. The chauffeur (Drummond said 
M mrv f spoke) would then drive aimlessly through 
|0a«hm with the sailor as his passenger, returning 
fllh dually to pick up the other Soviet who would 
|pBd bade the documents which by then, of course, 
to 1 U-en photographed. Drummond would re- 
tor* them undetected to CINCNELM files. 

i lure were two more Soviet Embassy meetings 
•* h the colonel. At the first, Drummond signal 

# #tpt for $300 which included a listing of the 
0*- He documents he had furnished. At the sec- 
b* wliich came sometime after March 1958 and 
£vtly after Drummond had been transferred to 

• wmsitive job which deprived him of access 
to • Unified information, the colonel warned Drum- 
tou-t lie was under investigation for matters un- 
to- -l to his work for the Soviets and contact 
•►1-1 therefore be broken temporarily as a pro- 
««•' iury measure. The payment this time was 
QpD (The Soviet warning is interesting since it 
«»* correct that Drummond at this time was one 
^ - renl in his work area under Office of Naval 
to v'-nc-e investigation in connection with some 
totoa*>< documents; this had been the reason for 
III i tender to a new job. The Soviets apparently 
ui miide information from other sources, 
ffel •Miir»ond was Later cleared of suspicion- Ao- 

li >: to Drummond, the documents which could 

1 « located were not documents he had given the 

> j exact chronology is uncertain, byt prior to 
|to«<>Hjod's transfer to the United States in May 
MM to received Soviet instructions for reestablish- 


ment of contact with the CRU in New York. Ac- 
cording to his own version, the instructions were 
given him in writing by an unidentified man who 
approached him in a restroom in Southampton, 
England, shortly before he boarded ship. He also 
received a single cuff link with a horsehead design 
which be was to wear in his lapel as an identifica- 
tion sign at the place of recontact which was des- 
ignated in Harlem. The Soviet meeting him 
would wear a similar cuff Link in his lapel, and 
the instructions also called for a recognition phrase 
and countersign. 

So much for the recruitment and use of this 
American abroad and the way in which be was led 
to continued espionage for the Soviets in the United 
States. The New York recontact was made on 
schedule and for the next four years Drummond, 
during the course of duty tours at Boston, Norfolk 
and finally at the U.S. Naval Base, Newport, Rhode 
Island, had between 3D and 40 clandestine meet- 
ings with three successive Soviet intelligence offi- 
cers all of them known to him only as "Mike,” and 
all uf them accredited diplomatic representatives 
to the Soviet U.N. Mission in New York. Meetings 
were chiefly held in the New York area, and Drum- 
mond passed over quantities of classified docu- 
ments, the most important of them from files of the 
Mobile Electronic Technical Unit at the Newport 
Base, on naval radar equipment, electronic counter- 
measures data, weapons control systems, etc Soon 
after Drummond's arrest it was estimated that the 
dollar cost of revising and reissuing compromised 
naval manual* and publications in these ffcld* alone 
might be well over $200,000,000. 

Two GRU officers were expelled from the United 
States as a result of the arrests made at the Larch- 
mont diner in September 1962. One was “Mike 
#3,* actually Yevgeniy Mikhaylovich Prokhorov, 
second secretary of the Soviet U.N. Mission. The 
other was a colleague loitering in the immediate 
vicinity as a counter-surveillant, Ivan Yakovlevich 
Vyrodov, who had diplomatic status as a third secre- 
tary. Drummond’s first two handling officers in 
America, both of whom had already left the country 
on routine change of assignment, were identified 
as Mikhail Stepanovich Savelev, a first secretary 
at the Soviet U.N. Mission until September 1981, 
and another third secretary, Vadim Vladimirovich 
Sorokin, who had departed the United States in 
May 1962. These were "Mike #1“ and "Mike 
#2," both CRU staff officers. 
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Marin* Guardi 

U.S. Murine enlisted mm, uiigoed u g uar ds at 
diplomatic installations abroad, are especially in- 
teresting targets to Soviet Intelligence because of 
their frequent access to sale combinations, their 
presence ( sometimes alone) in embassies while on 
night duty and their obvious capability — in the 
event of recruitment — to emplace microphone and 
transmitter listening devices. 

Although handpicked for their protective duty 
assignments abroad and given special training and 
security indoctrination. Marine guard personnel are, 
for the most port, young and unmarried and often 

on the town* in their off-duty hours. They are 
inevitably exposed to temptations which the Soviets 
can put in their paths. They are approachable by 
local nationals who are recruited agents of Soviet 
Intelligence and often by Soviets themselves. 
There have been repeated approaches of both types 
in every part of the world and also attempts at 
recruitment 

Soviet interest in Marine guards is often shown 
in requirements given to Soviet agents. For ex- 
ample, in the recently disclosed case of a KGB 
penetration of the American Embassy in Brussels 
(to be described in detail later in this section), the 
local employee agent was asked to describe the lo- 
cation of all Marine guard posts inside the embassy 
and to furnish details of guard shift schedules. In 
Vienna, an Austrian agent of the KGB who had 
normal access in his employment to American in- 
stallations and personnel was told to cultivate per- 
sons of two categories within the embassy — local 
citizens working as switchboard operators and 
Marine guard personnel 

A few years ago, also in Vienna, a makeshift 
Marine guard volleyball team was challenged to 
play a local Soviet colony team. The first match 
was held on an impromptu basis near the Marine 
residence. Tbs Soviets then followed up with an 
invitation for a second game to be played inside the 
Soviet residential compound — an unprecedented 
gesture which dearly was intended to give the Vien- 
na KGB Amen can-operations specialists a rKance to 
cultivate Marines socially and open the way for 
possible further contact, cessment and develop- 
ment To make it a ft-su c occasion, virtually the 
entire Soviet colony turned out in force, complete 
with wives and children, and the game was pre- 


ceded by a film showing and followed by drinks 
other refreshments. KCB officers, partii 
those id ent ified with American operations, 
lated among the Marine guard guests and 
Americans present, chatting, asking questions i 
in the process sizing up potential prospects. 
Sotiet photographer moved busily around tali 
pictures of Americans. Subsequently, there w 
several KGB attempts to follow up the initial o 
tacts made on this occasion, notably at a local 
ing alley frequented by Marines and other 
cans. The Soviet intelligence officers would 
in uninvited, ask to be shown how to bowl, 
to buy drinks and extend invitations for future 
events. 

In Cyprus a few years ago. Marine person 
frequented a local bar whose owner was sub 
quently determined to be a member of the illeglfl 
Cypriot Communist Party and a spotter for Sovtfl 
Intelligence. He is known to have introduced 
number of Marines to Soviet Intelligence offio 
stationed in Cyprus, one of them a CRU offic 
Nikolay Ivanovich Ranov, who spoke fluent Engli^^ 
and posed successfully as a European businessma^ 
at the time introductions were made. Ranov, j 
fad, had official cover as local representative of t 
Soviet airline, Aeroflot. The Cyprus Cover, 
expelled him for espionage in March 1967. 



FIGURE 5. GRU Of RCER NIKOLAY U RANOV 
H* posed as a European lo cultivate Marines 
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A d isa rm ingly simple Soviet attempt to open a 
■ Ufionship with an embassy Marine guard took 
|k «■ in Copenhagen. A KGB officer, Aleksandr 
ivich Roganov, came to the American Em- 
W«v with a group of Soviet visa applicants, a 
visit in his official cover function as vice- 
VMul. While waiting in the reception room, 
^ g mn v engaged the Marine guard on duty in 
conversation during which he elicited his 
bn#, rank, address and telephone number. Two 
1 later be telephoned the Marine at the guard 
0ft*<t*rnce and invited him to a public performance 
P h* held a few days later. The Marine properly 
Pfwtrd the invitation, was told not to accept, and 
pftftrqucntly told Roganov not to bother him 

•••Ui 

I* Djakarta, Indonesia, in 1962, KCB officer 
0 • »andr Aleksandrovich Losev made repeated ef- 
to cultivate — and in one instance tried to 

• *■*< -Marine guard personnel It was his prac- 
IP to walk in on Marines at the bar of a local 
W»* buy their drinks, and follow them back to 

Marine quarters for m .re socializing. He 
to take one gu.ml on cckend outing and 
*• him with female cuii.^mionship. The cB- 
•« ■ -arne when be stopped another Marine on the 
iM< Djarkarta and, after a long conversation, 
|pMi4ol to recruit him on the basis of large pay- 
(fepfel t» provide information available to him as 
00 «4 I Ik.* guard force, including identification of 
AM«o intelligence personnel in Indonesia. 

!• notaries and File Clerks 

fa* haak secretaries and file clerks in American 
PpBMtk and other official installations abroad are 
ppftl* ird worthwhile targets by the KCB because 
W Im access to classified documents, especially 
■Pfch aim! because of their potential vulnerability 
fill nitic involvement, either with Soviets them- 
0km has sometimes been the case) or with 
nationals acting on behalf of the KCB. 

a lt.lt officer in a West European country dl 
Ma< of his local agents to develop informa- 
1 1 wi secretary of the American ambassador. 
PI f- uLarly wanted to know her residence ad- 
0m »W lime die left the embassy each day and 
Pi m> dir normally took on the way home, 
iw tiw kCfi intended to exploit this information 

• ft* fetaswo m this case since the secretary was 


approaching the end of her tour and departed rou- 
tinely within a matter of weeks. 

In early 1967, a file clerk stationed in Egypt was 
unexpectedly visited by Viktor L Volotskov, a 
Soviet third secretary and intelligence officer, whom 
she had never seen before. The explanation he 
gave for calling indicated Soviet spotting ( and pos- 
sibly accurate assessment) extending back five years 
earlier. In 1962, the American woman, at that time 
stationed in the Middle East, had taken a Black 
Sea cruise to Yalta. During the cruise she met a 
Soviet civilian with whom she was friendly. They 
exchanged addresses and wrote to each other 
sporadically for about a year. Her last communi- 
cation to the Soviet in the USSR had been a Christ- 
mas card in 1963, at which tune she was already at 
a new post in the same area. Four years later, 
when Volotskov approached her in Egypt, he gave 
her the thin and obviously contrived story that her 
Yalta cruise friend had recently been on a Soviet 
ship which docked briefly in Egypt and had asked 
Volotskov to look up the American clerk who he 
thought must be “somewhere in the Middle East.” 
Volotskov managed to get in two animated social 
meetings with the American woman, during which 
be turned on considerable personal charm and said 
he wanted their relationship to continue. For- 
tunately, however, the American informed her su- 
periors and the contact was brought to an end. 

A var itioo of the above approach — similarly 
indie itivc of advance planning— occurred at a Far 
East post, also in 1967. A Soviet who identified 
himself as a visitor to a local trade fair telephoned 
an American secretary at the AID Mission. He 
said he would like to meet her to deliver a letter 
from a distant cousin in Latvia. The secretary 
agreed to the meeting and was given a letter and 
photo of her relative. Thoroughly disarmed and 
gullible as well, the secretary apparently succumbed 
to the Soviet’s romantic advances in a series of 
further meetings. When it came time for the Soviet 
to leave the country, be introduced the secretary 
to a KCB officer under diplomatic cover, ostensibly 
so that the latter could serve as a channel for future 
correspondence. The situation finally became 
known to the embassy security officer and the secre- 
tary broke off the dangerous new relationship be- 
fore it went any further. 

On occasion, it has been necessary to transfer 
American secretarial or clerical personnel out of a 
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*« been through the cooperation of an established 
mi already within the group, or he could 

• • simply walked in, mingled with the crowd, 
fcf ’-lnctd himself to a stranger or two, then ar- 
mt- ( *1 to be presented by one of them to Eleanor. 
tW«« is some evidence to support this latter view. 
U m not likely, however, that Stein gravitated to 
S^anor on a haphazard basis. She was a relative 

to the Bonn embassy after earlier tours 
tl • code clerk in Brussels and New Delhi. New 
is a post where the Soviets are known to 
Ih an elaborate spotting and assessment network 
AwHr-d against Americans. Since Eleanor bad only 
t initial tour in New Delhi and had been trans- 
V •••! directly from India to Bonn for compas- 
reasons (care of her mother), it can be 
#Naucd that a KGB operation against her was 
fcp conceived in India, then transferred to Ger- 
0My for implementation when she moved to her 
«p» poat 

TV operational plan took time and care to mount 
|l • m» necessary to find an agent with actual living 
•q,- or nee in America at some earlier stage in life, 
Ibm English would be idiomatic American and 
§0mt free, to equip him with a false American 
(which Stein had), to coach him in a 
(It -»Me life history and to establish him in the 
area. It is known now that the operational 
aV actually began in early January — a month 
Stein actually met Eleanor — when be first 
M^Mred in nearin' Cologne. At the pension where 
M Ifrrfed a room for some three months he posed 
fully as an American. During the same 
Mted he registered twice a Cologne hotel, once 
Ha*' rman citizen ( with aj propriate documenta- 
•- . the second time in his American identity. 

* * hiving met Eleanor, Stein wasted no time, 
lb it evening he requested permission to tele- 

for a date in the near future. The call came 
two days. From then on it was a steady 
PBwd uf visits to the apartment, evenings at night 
• • a ktail parties and increasingly romantic in- 
#N»nii. Although often alone, they were also 
4ly with others in Eleanor's social group, 
the intensive cultivation period from Feb- 
tmn 1 fut nigh May, Eleanor introduced Stein to 
# W •• 10 of her American friends, all of them code 
dVt« <» files personnel at the embassy. They 
him without question, just as she did. 


Strongly attracted to the dark-haired and stocky 
200- pounder, Eleanor was in no mood to question 
anything. (Within four weeks they were discuss- 
ing marriage and shortly thereafter she considered 
themselves as engaged.) She was content with 
the fragments of life legend which emerged in bits 
and pieces — that be was born in Shanghai in 1928 
of a German father and Portuguese mother. The 
family went to the States shortly after World War II 
when George was 16 yean old and became natu- 
ralized American citizens. Sometime later — George 
was vague about these things — his parents died. 
For a time he was a merchant seaman, claimed at 
least some college background, got a start in con- 
struction work and ultimately acquired his own 
business. He gave an address in Las Vegas, Ne- 
vada (actually the street address of a motel which 
had no record of him) and told Eleanor that be had 
recently sold his business and come to Europe as 
a tourist for an indefinite period. 

Contributing to George's acceptance were out- 
ward evidences of thorough Americanism. He 
had an appetite for crunchy peanut butter, wanted 
bacon and eggs for breakfast, read Newsweek to 
keep up with events, and regularly followed the 
comic strip tribulations of Dick Tracy, Dennis the 
Menace and Peanuts. He was a fast man with a 
bingo card at Embassy Club sod*! evenings, often 
handling Eleanor's card as well as his own. He 
paid devoted attention to Eleanor's mother, called 
her "Mom" — which flattered and pleased her — and 
brought both of them gifts on appropriate occa- 
sions. And, somehow, Eleanor saw nothing un- 
usual in the coincidence that her fiance, with his 
professed background, shared her enthusiasm for 
the writings of American naturalist Henry Thoreau 
and the Indian poet Tagore. To make everything 
just right, George Stein was also a jazz buff. x 

Although George professed to want marriage as 
90on a? possible, they reached mutual agreement 
that E i . anor would first finish out her e m bassy 
tour which was due to expire before the end of 
the year. It thus seemed quite natural for George 
to decide that, rather than return to Las Vegas, be 
would go to West Berlin and look for a temporary 
job during the pre-marriage period. He made the 
move in April, renting a room in the household of 
71-year-old Ernst Matzdorff, a kindly and trusting 
pensioner whose role in this case was that of inter- 
mediary and innocent dupe. Soon after reaching 
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FIGURE 6. ELEANOR AND GEORGE STEIN" WHO POSED AS AN AMERICAN 
Th# start of a romance that became a nightmare. Their first moating; a candid-shot. 


West Berlin, George told Eleanor be had found a 
job translating technical papers but did not identify 
his employer. So far as Matzdorff knew, his Ameri- 
can tenant was a draftsman of some kind but be 
never actually saw him do any work. (Paren- 
thetically, it was determined later that George 
registered with West Berlin authorities, as required 
by law, as a German national, not an American, and 
* irthplace as Dairen, China, not Shanghai, 
was unware of this.) Matzdorif knew 
the romance with Eleanor since she and George 
occasionally visited each other in Bolin or West 
Germany and the letter and telephone correspond- 
ence between them was frequent. 


It may never be determined whether the origin 
Soviet/East German operational plan called for 
longer development of Eleanor with a more sop 
cated recruitment approach than already descri 
However, it seems probable that a totally a 
expected event caused some revision of p 
and determined the course and timing of • 
entrapment which followed. This was 
involvement in an automobile accident on 31 
in East Berlin only hours before he was due to lea 
by air to visit Eleanor and her mother in West 
many. (George was unquestionably in East 
lin to confer with his Soviet or East Gem 
superiors.) 
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- Accident hospitalized George with severe 
I bruises, an ugly abdominal swelling and the 
"l of an operation, apparently for removal 

- pleen. (Both Eleanor and Matzdorff were 

i«j tee convincing evidence of physical damage 
Matzdorff, in the final stages of this case, 
tlly saw a fresh abdominal indicating 

•n operation was performed.) 

unaware of the accident, waited in vain 

• Bonn airport on the evening of the 31st and 
y went home. A few hours later Matzdorff 
il I ram West Berlin to say he had received an 
ynnouj telephone message that George had 

injured in an accident and wanted Eleanor 
i notified. He had no other de tails and do 
•♦• ere George was. Eleanor, whose German 

• -adequate, frantically enlisted the help of the 
1 duty embassy telephone operator to notify 

Berlin autliorities to try and locate her fiance. 

• • quickly established that he was not in any 
Berlin hospital Two days later Eleanor 

t received a letter from George, postmarked 
Berlin, telling of the accident but omitting 
I- reabouts. On 3 June Matzdorff telephoned 
•urd that a stranger had visited him to 
>-«t George was recovering in East Berlin's 
Irfchhain hospital. Eleanor then telephoned 

• xpital directly and was able to speak with 
*• who was eager to see her. Without berita- 
Al hoarded the first plane for Berlin, took a 

•* fly to the hospital in the East sector ( this 
irnturr the Wall), and the couple were happily 
•**l at George's hospital bed. She accepted 
— i question a somewhat flimsy explanation 
be happened to be driving a car which 
••4 his own in the Soviet-controlled portion 

• divided tit y at the time of the accident. 
*« at visit was without incident and so was 
mhJ on the following day after Eleanor had 
| night at MatzdoriTs house in West Ber- 
A» George's urgent plea she agreed to fly up 
M « for additional visits the following week- 

ftui was to prove her doing; the plans for 
pAmI and recruitment ».• io already complete. 

• 10 June, during her next visit with George, 
feMally handed her a roll of film and asked 
!•*•* that she leave it in his room in West 
a II was so adroitly done that she had no 
■»*>•« of danger. But as she left the hospital 
» tnun later her life suddenly turned into a 


nightmare. East German security agents, accom- 
panied by an interpreter, arrested her at the door, 
pulled the film from her purse, accused her of 
espionage, thrust her in a waiting car and drove 
her to the fenced-in house mentioned at the start 
of this account. After the humiliating body search, 
the process of rough interrogation and face-slapping 
( all part of a deliberate shock technique to destroy 
her self-control) continued for hours without letup. 
She was shown photo prints, ostensibly from 
George's film roll, which depicted tanks, bridges 
and other scenes of military significance as evidence 
of espionage. About midnight she was bundled 
off temporarily to a new location — a compound 
area — to which George had been transferred, hos- 
pital bed and all, and the two were brought face 
to face to identify each other. George's histrionic 
abilities were not inconsiderable; he forcefully 
argued with the East German agents in her presence 
that she was innocent of any wrongdoing. He ad- 
mitted giving her the film but insisted she was .un- 
aware of the contents. After a period of further 
interrogation in a separate room, Eleanor was per- 
mitted to see her fiance alone for a few moments. 
She found him stretched on the bed, weeping and 
in apparent despair. He begged forgiveness for 
having put than both in such serious danger and 
"confessed* in whispers that since coming to Ber- 
lin he had been secretly working for a Western 
intelligence service. This was patently untrue, as 
confirmed later, but Eleanor believed him Des- 
perate as her own plight appeared, she was equally, 
if not more, concerned for the safety of George 
Stein. She was, at this point, softened up and ripe 
for the recruitment demand (with guarantee that 
Ceorge would be protected) which was put to her 
by the uniformed Soviet who confronted her as 
soern as she had been returned to the original inter- 
rogation point As noted at the start of this case 
summary, Eleanor accepted recruitment, promised 
to return to East Berlin on 24 June, but put loyalty 
above love and dis cl osed the whole story to the 
American Embassy security officer as soon as she 
was safely back in West Germany. 

What followed in this case is anti-climactic but 
perhaps worth covering briefly. Matzdorff, com- 
pletely unwitting of George's duplicity and what 
had happened to Eleanor, continued to play the 
role of warmhearted landlord and several times 
prior to 24 June visited Ceorge in the East Berlin 
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hospital gnd reported him progressing well filter an 
operation. At George's early request, Matzdorff 
delivered the formers persona] effects from his 
West Berlin room to the baggage checkroom at 
Tempelhuf airfield. George explained tikis arrange- 
ment would be more convenient to him since bo in- 
tended to Uy directly back to the United States or 
to Bonn to be with Eleanor as soon as he was re- 
leased from the hospital. (By this means, nothing 
of significance belonging to Ceorge was left behind 
in his room where it might later have fallen into 
hands of the authorities; the luggage itself was 
claimed at Tcmpdhof by persons unblown on the 
morning of 24 June.) 

Eleanor, finally convinced that she had been 
cruelly tricked, had no intention of going to East 
Berlin on 24 June, nor would this have been per- 
mitted. She did, howc\ % consent to play out a 
game until that date on il < likely but faint chance 
that Ceorge Stein miglu be lured to West Berlin 
where authorities were ready to arrest him. The 
indefatigable Ceorge telephoned her on 22 June 
to make sure she would be coming on the 24th. 
He said he could now leave the hospital Eleanor 
promised to come to West Berlin but said she was 
too frightened to cross the sector border to the 
East George lovingly reassured her that every- 
thing would be alright but that if she insisted she 
could register at the West Berlin Hilton and he 
would contact her there. 

Eleanor took a plane to Tempelhaf on the morn- 
ing of 24 June, accompained throughout the day 
by an inconspicuous security escort to ensure bar 
safety. She had hardly left for the airport when 
George, still the devoted fiance, telephoned "Mom* 
to make sure she was on the way and seemed 
delighted to hear that she was. At the Berlin 
Hilton, Eleanor waited most of the day. Finally, 
George telephoned, again urging her to come to 
East Berlin. Eleanor refused. At this point, and 
for the first time, George dropped all deception. 
He brusquely told her she "must* come, then the 
telephone connection went dead. Within the hour 
Eleanor was airborne out of Berlin and the case 
of George Stein, “false flag American,* was ended. 

Only a footnote remains. The Soviet principal 
in this rather elaborate operation against an Ameri- 
can and, through her, against an American instal- 
lation, was readily identified by physical description 


and photo comparison. He was Yevgeniy Al 
seyevich Zaostrovtsev, KGB American Departm 



staff officer, well-known to American intellig 


FIGURE 7. "THE COLONR," 
YEVGENIY A. ZAOSTROVTSEV 


arvuus. He had previously served as Culti 
Attache of the Soviet Embassy in Washington a 
without fanfare, had been expelled for espion 
in 1959. In Berlin, under diplomatic cover as 1 
Secretary of the Soviet Embassy in Commu: 


East Germany, he was already known and identif 
as an Ameri can-operations specialist 

Diplomatic Personnel 

Not long ago a Foreign Service career offi 
with the diplomatic rank of first secretary was 
object of an unsuccessful Soviet recruitment 
tempt at his post in Europe. The attempt > 
made by a KGB officer under diplomatic co 
as a second secretary. No crude invitation 
espionage was involved, nor any vestige of 
timidation; the Soviet politely but persister 
pressed the FSO to feed him statistical and a 
lyrical economic information which the "diplora 
said he would incorporate into unsigned artk 
he claimed to submit on a regular basis, with 
knowledge of his embassy, to a limited esret 
tion magazine for a specialized readership in 
USSR. The KGB officer offered to split with 
American the generous fees which he said he 
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aN*«d far his articles. As further inducement, he 
MMnued to reciprocate by passing the FSO ‘useful* 
wnic data from inside the USSR. The Amen- 
mm diplomat was assured that his ‘cooperation* 
•wild be kept absol utel y secret When the indig- 
m i FSO, whose periodic diplomatic/ social contacts 
the Soviet were approved by his own embassy 
»ws and fully reported in writing, painted out 
ft* 1 joceptance of the Soviets proposal, even were 
m • unclassified information involved, would can- 
01 > '<- an act of disloyalty to the Foreign Service, 
KCB officer sought to brush this aspect aside 
ft+)i the preposterous claim that no service loyalty 
•»< involved since he had only made a personal and 
■Nate proposition which would benefit each of 
van individually and their countries as well 

lh» above incident serves to illustrate that the 
msmx Foreign Service officer, although not in the 
^pand class citizen" target category against which 
< Intelligence is most openly and aggressively 
ftf* >♦, is nevertheless subject to close and coo- 
fe- -ng KCB scrutiny and cultivation abroad, 
for this interest are obvious. The FSO 
-Lily access to classified and often vital in- 
Wi itujp on foreign policy matters. Typically, 
II 't« result of his normal diplomatic activity, he 
ft m • position to reflect not only American policy 
| -<unts but also other information of interest 
|| M Soviets which he has obtained through coo- 
MM' -iu or in negotiations with friendly foreign 
ftftfcr .4tic counterparts. He is capable of report- 
ft|| a Intimate detail on personal strengths and 
Hbaues of Foreign Service colleagues at his 
iftN* of assignment and elsc» l*ere. He is familiar 
'ftfct the physical layout an security procedures 

It* embassy and with Fo. jign Service policies, 
ftft-WtioQs and procedures applicable throughout 
tifc* world. Finally — and most important in any 
»mnge consideration — be has a career potential 
ftlftit. could ultimately lead to a position of in- 
• In the shaping of American foreign policy. 

U working against American diplomatic person- 
as- tUoad, Soviet Intelligence takes maximum ad- 
of the fact that social contact is a normal 
^fc-natic function which opens up plausible and 
channels of direct approach fco Foreign 
■ officers for cultivation. Although the So- 
tl*** lave less hope of developing successful re- 
operations within the somewhat dr- 
abed diplomatic milieu than they do within 


the generally less experienced and more informal 
‘junior employee* environment, a program of sys- 
tematic probing elicitation and character assess- 
ment is maintained and the KCB can be expected 
to follow up on any personal weaknesses or vulnera- 
bilities suspected or u ncovered. All members of 
the Soviet official community contribute to this pro- 
gram. Even legitimate Soviet diplomats (out- 
numbered as they are in most countries by intelli- 
gence officers with diplomatic cover) must report 
on all American and other foreign contacts to the 
KCB and be guided by die latter in whatever 
exploitation is determined for intelligence as well 
as diplomatic purposes. In his book “Principles 
of Diplomatic Service,” published in 1964, former 
Soviet Deputy Minister of Foreign Affairs Valerian 
Aleksandrovich Zorin may well have had the per- 
vasive role of the KCB in mind when he noted 
" . . every word of a diplomat is strictly con- 
trolled. In important matters, no officer is allowed 
to say anything on his own initiative which may 
have material significance.* 

Son-official Americans: Businessmen and Students 

". . . motivational and vulnerability facttxs that can 
be **pl"»**^ io xtaMkhing rtnn«Kipt leading to 
eventual recruitment (of bunnenmeo): willingness to 
accept financial reward for passage of technical in- 
formation and new model* . . . and a detire to trade 
with the Soviet Union or other countries of the ao- 

ramp ..." 

"American students (abroad) farm an ideal nucleus 
out of which we can recruit future penetration* of the 
U.S. Government . . . American student* , as a rule, 
are abort of fond* ... are far the most part very fa- 
dependent and free to pick their own friends . . . they 
lack maturity of experience in life." 

Although the KCB official quotations cited above 
are illustrative of Soviet interest in American busi- 
nessmen and students abroad, they tell only part 
of the story. The long-range interest in both cate- 
gories is quite dear; businessmen, and most par- 
ticularly technical experts of many categories sta- 
tioned i temporarily abroad, are, from the Soviet 
viewpoint, more accessible and easier to approach 
in a foreign environment where their guard is 
down and counterintelligence scrutiny is generally 
less severe than in tire United States. Recruit- 
ments, if successful a b road, can of course in many 
cases produce valuable technological and scientific 
information on the spot However, the highest po- 
tential is in the future when the agent returns to 
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the United States and can be used as a penetration 
of scientific research and industrial centers or even 
as a spotter and recruiter for Soviet Intelligence in 
such centers. Students abroad, depending on 
tbeir academic speciality, may also have long-range 
potential in the SAT field. However, their greatest 
potential is for future penetration of US. Govern- 
ment agencies. 

There is an additional and local Soviet interest 
in private Americans abroad. They may be targets 
because of their access to other Americans in offi- 
cial positions who are, thi • elves, primary targets 
of Soviet Intelligence. I . this sense they have 
value as intermediaries sirwc they can be used to 
provide Soviet intelligence officers and agents with 
direct access to other Americans. 

Experience has repeatedly shown that an Ameri- 
can abroad without diplomatic or official status, liv- 
ing in a foreign country as a businessman or stu- 
dent, is unfortunately not likely to realize that he is 
automatically and routinely a target of KCB or 
CRU attention or even to become suspicious of 
“friendly" cultivation by Soviets. As far as Soviet 
techniques and gambits are concerned, he is gen- 
erally completely unaware of them. 

Recently, a young American technician, a mem- 
ber of a data processing team from a U.S. firm en- 
gaged under contract to the government of a Mos- 
lem country, reported with considerable embarrass- 
ment a Soviet attempt to recruit him after a series 
of calculated developmental steps which completely 
failed to arouse his suspicions. 

He and his wife, an average couple with do 
surface vulnerabilities, met a Soviet diplomat and 
his wife under innocent circumstances at a local 
social function. The meeting led to further con- 
tact between the two families, always at the initia- 
tive of the Soviet. The first time the Soviet 
and his wife visited the home of the American 
couple, the diplomat brought with him five unso- 
licited bottles of liquor. In retrospect, the liquor 
was not intended as a casual gift, although it may 
have seemed so to the .American, but rather as a 
form of bait Even though the American and his 
wife did not drink, they knew that in the local Mos- 
lem country, where a strict prohibition law was in 
effect, any form of liquor could command a high 
black market price. Lacking any official status, 
they had no a ccess to diplomatic commissary facili- 


ties at which liquor was available to foreigners. 
The Soviet, an intelligence officer, was perfectly 
aware of all these factors. He was quite agreeable 
when the American foolishly offered to purchase 
the five bottles at the low diplomatic price. This 
transaction, in Soviet eyes, was a potentially com- 
promising one for the American since any violation 
by him of local prohibition regulations, if exposed, 
could be a source of embarrassment to his firm and 
to the American Embassy, both extremely sensitive 
to anything which might jeopardize carefully-nur- 
tured relations with the Moslem government This 
purchase of alcohol by the American was only the 
first, he continued to buy more as his relationship 
with the Soviet ripened into close friendship. 

The Soviet intelligence officers wif e also had a 
role to play and this, too, was part of the develop- 
mental technique. She asked the American’s wife 
to givi her English lessons in exchange for lessons 
in Russian. These began on a regular basis, and 
the American woman unwittingly contributed to 
the Soviet process of assessment for vulnerabilities 
which. ..might be exploitable. She complained 
openly about difficult Using conditions in the Mos- 
lem area and particularly about the lack of com- 
missary and PX privileges. The result; the Ameri- 
can couple began to accept Hour and other Soviet 
commissary items. Apparently these were offered 
and accepted as gifts, the object being to stimulate 
friendship with the Soviets and to create in the 
Americans a sense of personal obligation to the So- 
viet diplomat who was easing their Uving condi- 
tions. 

Finally, the Soviet intelligence officer felt ready 
to show his hand, basing his chances of success pri- 
marily on friendship and, if that failed, oa financial 
inducement. He invited the American couple to 
his home and drew the husband aside. Charac- 
teristically, he first sought reassurance that they 
were friends, which the American readily and sin- 
cerely' gave. The Soviet then quite frankly asked 
the technician to obtain certain computer data for 
him from his home office in the United States. 
This was advanced technical information which the 
American knew was withheld by his company and 
not made available either to his Moslem host coun- 
try or to the Soviet Union. He asked the Soviet if 
the latter was seriously asking him to procure clas- 
sified information, if so, it was tantamount to ask- 
ing him to commit treason. The intelligence offi- 
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m If ft hedged on use of the word “classified," then 
•ay < oed hurt and renewed his request oo the basis 
to* it was appropriate in view of their friendship. 
•Wn the American reiterated his friendship but 
^••iiiued to refuse the request, the Soviet switched 
to Wui fail-back position. There was no subtlety 
tofcut it. If the American would agree to work for 
top jviets, the latter would assist him to go into 
Bmu for himself, presumably in a technical field 
to ^ United States, and would finance the venture 
^^•latcly. The full implications of this proposal 
W iba American at this point for the first time, 
Ito i r quickly collec t ed his wife and departed. 

I* took nearly 10 days of soul-searching for the 
American couple to decide what to do. 
Qtot were embarrassed and worried on several ac- 
•m They knew they had both been naive. 
Ifcr* fud purchased liquor in violation of the laws 
to tow host country. (It is not dear whether they 
sold it on the black market which would 
Ix-en an additional violation.) The accept- 
of Soviet commissary supplies was another 
to k against them. Nevertheless, they made the 
tot* • b'cisign and went to appropriate American 
Hfcafttiai with the full story. 

* •“..nigh American students abroad have been a 
Ipr* Soviet Intelligence for many years, recent 
■pa>« from many parts of the world testifies to 
■pB'^alion of the effort and the application of a 
|pPiy techniques to bring about initial contact 
)P*” emingly innocent circumstances, to sustain 
|to»-''»x> and ultimately to attempt recruitment 

abroad under official cover of one form 
to ■ a her often enroll in classes at local univerri- 
tol m institutes on a part-time study basis, osten- 
■ • lu perfect a language or for area study pur- 
■h Such courses serve as ideal means of open- 
|p contacts with foreign students, including 
Hpf' and the Soviets who are allowed to take 
top* »<* almost without exception intelligence offi- 
show more interest studying their fellow 
than in the subject matter of the courses. 

. are. of course, many other ways to meet 

toto • bivate American stu its. The latter are 
>ly sought out L\ official Soviets and 
to augment their usually modest income 
fe| ^ I English language lessons or doing trans- 
toPM* Casual meetings, real or contrived, at stu- 
pBi emirn, lectures, concerts, private parties, etc. 


are usually followed up with attempts to establish a 
social relationship which, in turn, often takes on 
clandestine aspects after a period of assessment 
In the Western Hemisphere, tar-Kr* of this sort 
have been notably evident in Mexico City where 
there is always a large colony of full and part-time 
American students and also a large number of So- 
viet intelligence officers active in operations di- 
rected against the neighboring United States. The 
KGB itself regards Mexico (and the Latin America 
area generally) as providing a particularly attractive 
environment fix- successful recruitment of American 
students who plan— or can be directed — to enter 
U.S. Government service. A documentary KCB 
analysis of American students in Latin America ex- 
plains why in the following words: 

“Mo*t come from the Americas middie dan. Fre- 
quently their sole means cxf livelihood is either a grant 
under the C. I. Bill for prior Army service or a small 
allowance from relatives. Students in this category 
tend to be more liberal in outlook; they are receptive 
to local nationalist and anti -colonial sentiments. They 
also tend to resent . . . economic and foreign policies 
of the U.S. Government ^nd U.S. colonial policy toward 
Latin Am eri ca ... all of these considerations, plus 
favorable operating conditions for Soviet Foreign In- 
telligence, greatly facilitates our operations] program 
in Latin America." 

An additional method by which Soviet Intelli- 
gence comes in contact with American students is 
through Soviet exchange students who, since the 
mid-1950s, have been found in increasing numbers 
in academic centers in Europe, South America and 
other parts of the world. Many of* these are al- 
ready professional intelligence officers serving in- 
itial "probationary" or area familiarization tours in 
the West as students in preparation for subsequent 
assignment abroad under official cover, often in die 
same geographic area in which they have studied. 
For example, Nikolay Ceorgiyevich Korotkikh, an 
exchange student at London University during the 
academic year 1964-65, reappeared in Denmark in 
1968 with diplomatic rank of third secretary and 
the function of press attache. Korotkikh assidu- 
ously built up American student contacts in London 
and has continued to do so in Denmark by fre- 
quenting a Copenhagen language school for for- 
eigners and an international student center in the 
Danish capital Similarly, Valentin Ivanovich Ily- 
in tsev, a 36-year-old exchange student at Yale Uni- 
versity during the academic year 1963-64, showed 
up in India in 1965 in the diplomatic role of cul- 
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turai attache. To date, his principal activity in 
New Delhi has been the pursuit and cultivation of 
Americans. Ilyin tsev is a KGB officer, probably 
from the American Department, whose probation- 
ary period in the United States was to learn about 
America and American life and to perfect his Eng- 
lish. At Yale, he was conspicuously unqualified for 
graduate-level work in his ostensible field of in- 
terest (municipal government) and finished out his 
year as an occasional class auditor, without serious 
study or submission of any academic work. 

Soviet exchange students in die West who may 
not be intelligence officers are, in many cases, used 
as agents by Soviet Intelligence. Although lacking 
in intelligence training, they are directed by resi- 
dency officers to report on and assess American 
fellow students in the country where they are study- 
ing. 

Although there are many cases which could be 
cited, the following two— in abbreviated form — 
will suffice to show how Soviet Intelligence at- 
tempts to recruit and expl American students 
abroad. 

In the first case, which developed rapidly into a 
recruitment operation, the target was an American 
graduate student working on his doctorate in a 
scientific field at Oxford University. When he ex- 
pressed interest in possible post-doctoral study in 
the USSR to a Soviet graduate student, also at 
Oxford under an exchange program, the latter 
elicited personal history information from the 
American, including the fact that he had been em- 
ployed by a large defense contractor in the United 
States, engaged in the manufacture of aircraft and 
missile components, and would probably return to 
work for the same company. 

This led to a meeting with a Soviet nfRHal in 
Loodon, an identified intelligence officer specializ- 
ing in science and technology. The exchange stu- 
dent dropped out of the picture after making the 
initial introduction. Thereafter, the Soviet official 
and the American had a series of meetings which 
at first focused on the prospects of advanced study 
in the USSR. All of the meetings, at Soviet re- 
quest, were held in pubs and restaurants rather 
than at the Soviet Embassy, and the- American, 
quite early in the relationship, was told never to 
telephone the Embassy. 


Finally, after a relatively short period of cul 
tion and assessment (including a requirement 
the American provide in writing a detailed 
maiy of his educational background and sci 
specia l i z a ti on), the Soviet officer held out the 
<rf expense-free study in the USSR at a later 
and promised that no Soviet visa need ap 
the Americans passport. In return for this, 
asked the American to help him obtain te> 
formation of a type not normally available to 
viets. The American student referred to his 
ployment background and its military app 1 * 
and asked if this was the kind of information 
sired. The Soviet officer replied "You catch 
fast." The American, realizing that be had 
dered into a situation beyond his depth, r~ 
the entire affair to American authorities, 
ever, before the relationship was completely hr 
off, the Soviet had put it on a clandestine 
(meetings in the countryside, away from 
detection) and had offered the American a 
salary during the remainder of his stay abroad, 
a sum which would equal half his normal : 
after he returned to the United States and 
his defense-related scientific work. 

Somewhat less dramatic but nevertheless 
ing was the plight of a young American ite 
Vienna who in early 1967 discovered that for 
a year, and without suspicion, he had been 
by Sovi* t Intelligence as a spotter and * 
fellow Americans. The technique used in this 
has been noted in other areas. The Soviet in 
gence officer, with considerable finesse, capi 
on the immaturity and Lack of sophistication 
Soviets expect to find in many American s‘ 
abroad. 

Only 24 years old and not a college graduate,! 
American arrived in Austria in the spring of 
to study German. He moved into a student : 
lory. Shortly after his arrival, be came into 
contact with Albert Georgiyevich Fateyev, an 
preter attached to the Russian translation 
of the International Atomic Energy Agency in 
enna. During the summer, the American, 
his German teachers and the Soviet often 
fishing together. By the end of the s~ 
Fateyev suggested that he and the American 
an occasional dinner alone in downtown V" 
Within a matter of weeks, this arrangement 
been unobtrusively converted into regular i 
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• >URE 8. KGB OFFICER ALBERT G. FATEYEV 
M* skillfully duped the American student 

at a set time and pre-arranged meeting 
in the city, after which the two would go to 
i the many small restaurants on the outskirts 
Vnna. 

•i-'yev was adroit Fifteen years older than the 
but. lu; flatteringly treated the American as his 
lUituj] equal — which he was not It never oc- 
^ I to the American to question why the older 
»*hv expe rienced man should be spending so 
fc time with him. The Soviet played on his 
» l*dge that the American, in junior college, had 
9 takrn a psycholog)' course and apparently 
tod himself something of an expert in human 
■mant Initial queries were always about the 
m 141ns impressions of his friends, most of them 
‘ Next — and this is one of the oldest So- 

iiuli in the book — Fateyev asked the Ameri- 
Kt contribute an article for a journalist friend 
m Identified) who was preparing a series of 
to on the Austro- American Society in Vienna. 

• lent gladly turned out a 10-page article, 
«l<uh the Soviet offered to pay. The Ameri- 
short of money at that particular time, 
payment and the patient Soviet did not 
H «hr point The student, however, did accept 
to Mrfiimissary Items at a cost considerably less 

• Vienna market price. He also accepted a 


transistor radio as a birthday present Within a 
short time, Fateyev said his journalist friend was 
expanding his series and wanted more written re- 
ports — in the form of psychological assessments — 
of Vienna students, particularly Americans. The 
student was soon regularly submitting such reports 
and scarcely noted at the time that he was con- 
tinual 'y subjected by Fateyev to follow-up ques- 
tions on each of the Americans he had written 
about. He saw nothing peculiar about other Soviet 
suggestions. For example, that be reduce his Aus- 
trian contacts and concentrate on making friends 
with Americans at a Stanford University extension 
program in operation near Vienna and that he 
broaden his social range by having lunch every 
day at the Vienna Institute of European Studies 
where there were other Americans to be met Fi- 
nally, always in the background, but for some 
reason not acted upon, was Fateyevs suggestion 
that he seek local employment at the American 
Consulate in Vienna. 

By early 1967, several developments began to 
plant and nourish a seed of doubt Fateyev had 
become overly concerned when the student's writ- 
ten assessment reports began to fall off. He kept 
pushing the American to keep on writing with argu- 
ments such as "I don't care what you write, but 
write something for me." There was a nervous in- 
sistence about this. The student also found it pe- 
culiar that the Soviet urged him to remain in Vi- 
enna longer than he had planned, telling him that 
if money was a problem, "l could give you 8100 
a month . . . you are such a good guy you should 
continue your studies." 

The American's ultimate — and hesitant — deci- 
sion to report what was going on to the local em- 
bassy security officer was triggered by a single 
event which finally put what had been going on 
into disturbing perspective. Fateyev one day 
handed him a cash payment of about $60 in Aus- 
trian currency, explaining that this was from the 
still unidentified journalist friend for die "work” 
he had done. There was also the promise of more 
payments if he kept at his writing for the Soviets. 
In making the payment, Fateyev requested a signed 
receipt 

The American student, recounting his story, 
could hardly believe that he had been duped over 
a period of many months by an intelligence officer 
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primarily concerned with the American target. 
Unwitting as he may have been, be had met regu- 
larly on a semi -clandestine basis with the officer, 
had been given a series of requirements and ful- 
filled them, and, at the end, had accepted and re- 
ceipted for payment. His comment at the end of 
his debriefing was illuminating: “I just can't believe 
it. You read of these things in the newspaper and 
you think it can't happen to you. 1 can see it now, 
but still, in a sense, it is hard to believe 1 was in- 
volved ... it wasn't just for a few weeks, it was for 
almost a year!” 

Relative to the above case, it is appropriate to 
note that American students abroad are sometimes 
suspicious of Soviet cultivation in its initial stages 
but receive wrong advice when they ask for guid- 
ance from American officials who are not informed 
or alert on matters of obvious security concern. 


In one such case, an American student was being 
paid regular and fairly substantial sumj by a Soviet 
exchange student to translate into English article* 
from the local press. He asked an American coo-j 
sular officer if there was any objection to this ar- 
rangement and was told there was none. No offi- 
cial record was made of the query and it was not 
reported at the time to the embassy security officer 
The incident only came to light months later whes 
the student returned to report that the Soviet had 
tried to recruit him as an agent for Soviet Intelli- 
gence. Had the American been referred to the 
security office at the time of his first visit, he wouk 
have received appropriate guidance. The conn> 
lar officer failed to appreciate that no Soviet stu* 
dent in the West has legitimate need for English 
language translations of press items nor funds to*: 
pay for them on his own. 
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ASSETS OF SOVIET INTELLIGENCE AGAINST THE AMERICAN TARGET ABROAD 

“In countries where there u a concentration of Americans of intelligence interest, 
our residencies systematically study their working conditions and seek ways to 
establish contact with them. We assemble information from agent sources, per- 
sonal contacts and other forms of observation on the staffing and work patterns 
within U.S. instulb i: ‘>ns and on the employment status, behavior pattern and 
attitude tou urd cm t with Soviets of our individual targets." 


M Nationals 

liltough General Aleksandr Mikhaylovich Sak- 

• • »kiy, chief of the KGB Foreign Directorate, is 

• it to have complained in a 1961 directive to 
-'tkJencies abroad that KCB officers, by per- 

• llv developing contacts with Americans, were 
wing themselves and their aims to counterin- 
ifrncc detection, it is dear that in practice So- 

uitclligence officers throughout the world are, 
♦* I , seeking out personal contact with potential 
«*» for recruitment Examples of this have al- 
*V been given in this paper, and there are others 
< imerous to mention without belaboring the 

•as noted early in this study that in recent 
■ • KGB officers have been observed in sometimes 
. 4.1 quarters of the globe concentrating their 
ffl against Americans abroad. Linguistically 
Mkxl and familiar with American life and char- 
•• Miles, they directly cultivate, in many cases, 
uigrts against which they are working. Oc- 
wmIIv, in the early cultivation stage, they have 
a known to use a “false flag," ie., represent 
tum Ives as Canadians or English-speaking Eu- 
hii nationals. 

- India, to cite an example of an area of intense 
§ activity against Americans, at least one ex- 
«1 American Department specialist has been 
pH* -and in direct contact with American tar- 
w> gory personnel — in each of the past 10 
pa During portiems of the period, several 

• |*i sent at the same time. One of the Aineri- 
l • partmeut officers was involved socially with 

m American officials and personally cultivated 


a code clerk and several American secretaries. An- 
other was in touch with at least eight official Ameri- 
cans, induding a Foreign Service officer and a code 
clerk. A third maintained developmental relation- 
ships with it least seven U.S. officials of various 
categor es os well as a number of non-official 
Americans. A fourth, stationed away from New 
Delhi, was observed to be extremely active in per- 
sonal development of Americans. 

When one adds the record of known American 
Department officers to that of other known and 
suspect Soviet Intelligence personnel (more than 30 
in all) who were directly involved in operations 
against Americans in India during the same period, 
the evidence is even more disturbing. Soviet In- 
telligence contacts, of varying depth and duration, 
were established with nearly 70 American officials 



FIGURE 9. AMERICAN EMBASSY. NEW DELHI 
KGB American Department specialist* have been active 
o^amst its personnel 
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plus a minimum of 18 technical and “junior em- 
ployee" category personnel (code clerks, guards and 
secretaries) and at least 25 private American citi- 
zens. Several dozen of the contacts observed in- 
volved direct cultivation which was particularly in- 
tensive. 

In addition to staff officers under diplomatic or 
other official cover in the West, Soviet Intelligence 
in working against overseas Americans also makes 
selective use of Illegals. These, as noted earlier, 
are Soviet intelligence officers abroad under false, 
non-Soviet identities with complete but spurious 
documentation as citizens of other countries. Some 
serve in the West for periods of many years and 
engage in various types of commercial or other 
legitimate cover activity tailored to fit their intelli- 
gence assignment For example, KGB Lt. Colonel 
Yevgeniy Yevgenyevich Bunge, an Illegal who de- 
fected to U.S. authorities in Cermany in October 
1967, posed successfully for 12 years as a West 
German citizen and self-employed small business- 
man. His work gave him the cover, mobility and 
spare time he needed to direct an important net- 
work of German agents. 

Illegals living in the West may develop plausible 
contact in their cover capacity or in natural social 
situations with Americans of intelligence interest 
What happens next follows no set pattern. The 
Illegal may act only as an unsuspected spotter and 
assessor, developing his target American to a point 
just short of a recruitment attempt At this time 
another person, possibly another Illegal or an un- 
disguised Soviet with official status, may appear 
on the scene in circumstances which do not arouse 
suspicion to take over the operation and carry it 
through to conclusion. At other times, a single Il- 
legal may handle an operation through all phases 
from spotting to recruitment. 

In certain situations, a Soviet Illegal may be 
dispatched from the USSR to attempt recruitment 
of an American on whom Soviet intelligence al- 
ready has information and at least a partial assess- 
ment This kind of Illegal may pose as a tourist 
of some Western nationality as a free-lance jour- 
nalist, traveling busuiessma r representative of a 
fictitious organization to pt.-mote world peace or 
some other worthy cause. His cover is generally 
superficial and, although properly documented for 


his role, he characteristically will be reluctant 
discuss his background and occupation in dep 
The ostensible naturalized South American of 
European origin who in the case already 
attempted to recruit a Department of State 
m unications specialist of the same ethnic ori 
was an Illegal and probably of the single-m 
category. 

The Soviet intelligence services frequently 
other Soviet citizens abroad in operations ag~ 
Americans. These are Soviets, not members of 
KCB or GRU, whose legitimate overseas positi 
English language capabilities, wide social or < 
mercial mobility or technical specializations ena 
them to perform certain functions on a part-t' 
agent basis for one of the two services. The 
of genuine exchange students in this way has i 
ready been noted. Other categories include le~ 
mate Soviet foreign correspondents, scientists, f : 
eign trade experts or diplomats whose true pa' 
organization is tbe Ministry of Foreign Aff* 
Their most common role is as spotters and 2 
of Americans with whom they are in freq 
natural contact. Their reports on such contacts 
submitted to the local KGB or GRU residency c 
carefully screened, and serve as a basis for 
planning of recruitment operations. The orig:: 
Soviet may then be used to introduce, under s~ 
plausible context, an intelligence officer — or 
agent — to the American who is of target interest 

Communist Bloc Intelligence Officers 

The intelligence services of the East E 
Communist Bloc work actively against Ame 
abroad in pursuit of their own objectives, < 
when the ethnic background of an American offi 
or employee is Eastern European. But, as n~ 
earlier, there is evidence that the Bloc serv'~ 
wherever they are represented outside the B 
orient a portion of their activity to Soviet inter* 
The case of the Bonn Embassy file clerk and 
pseudo American fiance, already recounted in 
tail, illustrates the involvement of the East Ge 
intelligence service in a KCB-coatrolled opera' 

In several parts of the world there have been 
amples of the temporary turnover of a Bloc agent 
direct Soviet Intelligence control In one coun 
a naturalized West European citizen was recrui 
as an agent by the intelligence service of his 
country of origin. Although the Bloc service 
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• » < ^-term 'plan for use of the agent, he was 
m- . ptly transferred to direct KGB control when 
\ !■ • imc apparent that be had natural access to a 
<■> <i of Americans of primary Soviet target in- 
■< He was then used exclusively by the So- 
Kh m support of an operation that took several 
to develop. Later, in another country, he 
H**trd to working for his parent Bloc service. 

^wttilarly. in a non-European area, when a Cocn- 
pM Bloc intelligence officer learned that one of 
M leal agents, up to then directed against targets 
0 ha -wn nationality, was giving private language 
to an American official, the agent was 
K) 0 d over to a KCB American Department staff 
For some time thereafter the KCB used 
Hi Ulitc agent to accumulate information on the 
w an. Since the language lessons were given 

0 o# Americans home, the agent was told to be- 

friendly with the household staff in order 
ft » '.ratify the Americans visitors. He was also 
ftpd to sketch a room plan of the house in as much 
| 00/t as possible (possibly to support a planned 
i »j>c ration) and to obtain a handwriting 
uf the American by pretending to be skilled 
0 .. . lvw riting analysi*. The KCB officer wanted 
0» itgiuiture sample at bottom of a blank piece 

1 0 |w|K-r and instructivi 'lie agent how to fold the 

to the American would not realize be was 
a blank sheet. (Such a sample could have 
£•« intruded for use in a KGB forgery operation.) 

r««ninunist Bloc cooperation with Soviet Intelli- 
lias shown itself in other ways. In some 
IHtolfirs, contacts between American officials and 
I Soviet diplomatic opposite numbers are dis- 
for political reasons related to American 
[ » * ■ >■ *u with the local government Social rela- 
fw* -'t*h Bloc officials are usually less restricted. 
I . have been many instances in which Bloc offi- 
•aaj* lave invited Americans to parties which a 
I I American specialist also attends. The latter’s 
r is certainly not always coincidence. 

Foreign Nationals 

4 m. »ugh Soviet intelligence officers actively seek 
< 1 1 mtact with Americans abroad, many Ameri- 
ca* ar« alert to Soviet objectives, do not want di- 
mm ■ mitact with Soviets, and instinctively shy 
Irum opportunities which arise. To over- 
this difficulty and also to defer or conceal 


the existence of Soviet interest, the KCB and CRU 
place strong emphasis on the development and 
manipulation of agents of other nationalities to 
assess, cultivate and develop Americans for even- 
. ..al recruitment One KCB document refers to 
this aspect of operational doctrine in the following 
words: 

“It h&s been our experience that in aotat countries 
where there is sc efficient counterintelligence program 
against us . . . direct cultivation of Americans by our 
officers is generally not effective ... in situations of 
this kind, it ts preferable to use local agents to culti- 
vate and assess Americans for us ... the Rome resi- 
dency (foe example ) trained a number of these agents 
and instructed them to become friendly with and 
collect information on Americans in specific installations 
and units. These included the political, economic, 
security ■«<< iwnmnmtmM sections of the American 
Embassy, the Military Assistance Croup. US1S and 
NATO forces in Italy." 

There are several categories of foreign nationals 
used as agents against Americans abroad by the 
KGB and GRU and these will be noted, with sev- 
eral examples of their use, in the r em ai nin g pages 
of this section. 

Third-National Diplomat* 

In Moscow, the KGB Counterintelligence Direc- 
torate (Second Phief Directorate) is responsible 
for security and counterintelligence operations 
against foreigners residing in or visiting the Soviet 
Union. As one of its many missions, this Direc- 
torate is charged with developing and carrying out 
an iggressive and overwhelmingly massive KCB 
op«. rational program to penetrate foreign diplomatic 
installations in Moscow and to recruit foreign dip- 
lomatic personnel as Soviet agents during the 
period of their assignment to the USSR. Detailed 
description of the many facets of this program is 
beyond the scope of this study. It can be noted, 
however, that it brings to bear against all foreign 
diplomatic personnel vast KGB te chnic a l and agent 
resources in a completely controlled environment 
The program over the years has been highly suc- 
cessful. One Soviet Intelligence defector estimated 
that at any given time in Moscow the KCB has at 
least one recruited agent within the diplomatic 
mission of each of the developing countries of the 
Middle East, Asia, Africa and Latin America. The 
KGB bag also had significant successes in recruit- 
ment operations against European and other 
Western diplomatic personnel in Moscow. 
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Although foreign diplomatic personnel recruited 
In Moscow may have immediate value as sources 
of intelligence information, thn\ usefulness to the 
KGB is often greater utter th. leave the USSR. 
Normally, coutrol of them is possed to the KGB’s 
Foreign Directorate and their long-range exploita- 
tion continues as Soviet agents in subsequent as- 
signments at home or elsewhere abroad. In addi- 
tion to serving as Soviet Intelligence penetrations 
of their own governments, they frequently play a 
hard to detect role in Soviet operations against 
Americans in their own countries and in other coun- 
tries. As neutral or Western diplomats they are 
able to establish official and often close personal 
relationsliips with American counterparts more 
easily than Soviet representatives in the same area. 
Thus, their most important contribution to Soviet 
Intelligence operations against Americans is then- 
capability, under normal-appearing circumstances, 
to cultivate and thoroughly assess American officials 
on Soviet behalf. They also serve as convenient 
channels for the introduction of Americans to Soviet 
Intelligence officers at times and places of Soviet 
choosing. Diplomatic "collaborators" from neutral 
countries, whether recruited in Moscow or brought 
under Soviet influence elsewhere, are favorite inter- 
mediaries for Soviet approaches to Americans, as 
the following quotation from a KCB document il- 
lustrates: 

"No miner the location, one . . . effective way to 
Mtabliah contact with Americans is indirectly via collab- 
orators from neutral countries, particularly embassy 
personnel of neutral countries which nevertheless main- 
tain good relations with Americans. Examples of such 
embassies would be those of India, Burma, the Arab 
statea and the Latin American countries. In order to 
come in contact with Americans in this way, our in- 
telligence officers seek to establish cooperative rela- 
tionships with representatives of such neutral countries." 

TTic case summary which follows is a vivid ex- 
ample of Soviet Intelligence use against Americans 
of a high-level third-national agent who was re- 
cruited in Moscow — in this instance by the GRU 
since it had already handled the preparatory phase 
of the recruitment operation outside the USSR. 

Many readers are probably familiar with the well- 
publicized highlights of the espionage career of 
Swedish Air Force Colonel Stig Weunerstroem. 
secretly a highly successful agent of the GRU for 
nearly 15 years until his arrest in 1963 and subse- 
quent sentence to life imprisonment. He is best 


known for having betrayed to the Soviets the entire 
Swedish air defense system, an incalculable loss to 
his country. Also well covered has been that part 
of his career ( 1952-57 ) when he was Swedish Air 
Attache in the United States and systematical!/ 
collected or microfilmed literally tens of thousands 
of American technical publications and military 
documenls, many of them highly classified, for his 
Soviet masters, meanwhile cutting an elegant swath 
in Washington diplomatic and official society. 
Published studies have dwelt on the absorbing 
psychological makeup of the man himself, an able 
and impeccable career officer of a "friendly" neu- 
tral country with a calm facade behind which lay 
a Walter Mitty world of fantasy, an unsatisfied 
ego of fantastic proportions, a hunger for personal 
recognition and for involvement in world-shaping 
events. These were fatal personality weaknesses 
which the CRU correctly analyzed in the late 1940’s, 
if not even earlier, and thereafter faultlessly ex- 
ploited and financially rewarded. 

Most pertinent to the subject matter of this 
study, however, is the clear “Americans abroad" 
aspect of the Wennerstroem case which runs 
through it from beginning to end. At the time of 
his formal recruitment in 1949 by the CRU in Mos- 
cow, where he was serving as Swedish Air Attache, 
Wennerstroem was told it was not Sweden the 
Soviets were worried about, but rather the United 
States, against which all possible resources had to 
be employed. From the first day of his GRU ca- 
reer he was directed against Americans — first in 
Moscow, then in Stockholm, Germany and Spain 
(and, of course, in the United States). 

Wennerstroem’s first mission was to obtain, abovo 
all, the closest possible contacts within the Ameri- 
can Embassy in Moscow which the Soviets in 1949 
regarded as the key outpost of the NATO alliance. 

He was asked to collect names, positions, bio- 
graphic details and personal characteristics of 
embassy personnel, an assignment he could fulfill 
easily since he already knew many Americun diplo- 
mats and military officers, some of whom had pre- 
viously served in Stockholm. As Wennerstroem 
himself said after his arrest: "I very quickly got 
in at the American Embassy. This embassy had a 
distinctly dommating position among the diplomat-: 
ic corps in Moscow, and if one secured entree 
there, the rest (information of interest to the 
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Soviets) came almost by itself* It appears to be 
llianks chiefly to the “confidences" of American 
• ol leagues, who accepted him without question for 
what he uppeured to be, tluit Wennerstroem col- 
lected infonnulioii nut only on personnel, but also 
tlrms of uifonnatiou on the newly formed Strategic 
Air Command (about which the Soviets desperately 
» anted intelligence) including likely SAC target 
areas within tire USSR in the event of war. 

Returning from Washington to Stockholm in 1057 
i (lie U.S. assignment, it may be noted, wus an un- 
l.ircscen bonus as fur as the Soviets were con- 
< mod), Wennerstroem was posted to the Swedish 
I Kjfcuse Command until retirement from active mili- 
tary duty in 1001- During this period, American 


requirements continued to be important. On CRU 
instructions he wus to muintuin Ultimate connections 
with militury personnel of the American Embassy. 
Once uguin, he found this eusy since he was popu- 
lar with Ainoricuns and regulurly invited to all 
embassy social affairs. In his Defense Command 
office lie was able to obtain and microfilm for the 
Soviets voluminous publications on American mili- 
tury aircraft and equipment 

In 11158 Wennerstroem was invited to spend sev- 
eral days in Wicsbudcn, Cermany, as house guest 
of u close friend, a prominent general at head- 
quarters of the US. Air Forces, Europe. The 
Soviets insisted that ho accept and oven set the 
exact time for his visit in the month of July. He 



FIGURE 10. SWEDISH AIR FORCE COL. STIG WENNERSTROEM 
While American colleagues trusted him, his GRU masters paid him 
and fed his hidden ego 
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was instructed not to bother with airfield tours (it 
can be inferred that the Soviets already had these 
well-covered) but to remain close to his host and 
report anything of significance which might happen, 
possibly indicative that the CRU had reason to 
believe that something would happen. It did. 
Just prior to Weiincrstroem’s departure (be had 
been told to go directly to Berlin as a tourist for 
a clandestine meeting in the East sector with the 
Moscow “General" who controlled his espionage 
work), the Wiesbaden host had to leave suddenly 
by air for Turkey. When Wcnnerstroem reported 
tliis incident in East Berlin, the “General" imme- 
diately left the room "obvionstv to sent a telegram 
to Moscow," according to tin «“dish agent. Only 
later did Wcnnerstroem lean. iat the sudden flight 
of his host to Turkey was connected with American 
preparations for military intervention in the 
Lebanon crisis. 

Again in 1958, when Wennerstroem told the 
Soviets that some of his former American contucts 
were in Spain, he was instructed to take his vaca- 
tion in that country, to renew the contacts and to 
learn as much as possible about Strategic Air Com- 
mand forces and installations in Spain. (The 
CRU explained to him that lack of a Soviet official 
establishment in Spain handicapped intelligence 
coverage in that country.) Wennerstroem later 
was to say that after this trip, “I noticed a decrease 
in Soviet interest in my work in Sweden . . . the 
emphasis shifted to the possibility of placing me 
in Spain in some way or another." 

This emphasis actually lay dormant for some time 
since Wennerstroem turned to espionage against his 
own country, with disastrous results for Sweden, 
and was able to maintain access to classified Swed- 
ish and American military information even after 
retirement in 1961, by obtaining a new job as dis- 
armament consultant to the Swedish Foreign Office. 
However, the Soviets apparently were making long 
range preparations to place him in Spain after his 
projected full retirement in 1964. They spoke of 
this several times and only a few days before his 
arrest in June 1963 passed him a large sum of 
money for what was to have been an exploratory 
trip to Spain. Winnerstroem later testified that 
on this trip he was to decide, on the basis of CRU 
instructions, what American contacts he would es- 


tablish for later exploitation. It seems likely the 
Soviets were thinking in terms of retirement living 
in southern Spain, close to the U.S. Polaris sub- 
marine base at Rota which is known to be a high- 
priority Soviet Intelligence target area. This sup- 
position is based on Wennerstroem's testimony that 
his ultimate projected mission would be to collect 
naval information and particularly to attempt to 
determine the USSR target areas of American 
Polaris missiles. 


Local Citizens 

It is axiomatic that Soviet Intelligence, in seeking 
to (require the desired information on tire employ- 
ment status and personal behavior patterns of target 
Americans and on their individual attitudes regard- 
ing contact with Soviets, must — and does — rvlyl 
heavily on local nationals in each country abroad 
where both Soviets and Americans are stationed. 
Excluding for the moment locul employees of U.S. 
insta'latimis (a category to be discussed sepa- 
rate!;'). * dizens of the host country ure recruited— i 
and •ometimes utilized on an unwitting basis — in 
direct support of operations against American per- 
sonnel. Their principal role is one of spotting and 
assessment of Americans with whom they arc in 
contact socially or on un official basis because, us 
one KCB document states: 

In cases where there is advanced information tug- 
gearing an American's readiness to collaborate with us 
on an ideological, political or material basis, or in- 
formation of a compromising nature, we are able to 
plan specific steps — prior to personal contact — for draw- 
ing him into an agent relationship." 


Local nationals, in fact, are an integral part of 
every agent network which each KCB and CRU 
residency is expected to establish in support of 
overall Soviet Foreign Intelligence objectives in 
each country. As far as the American target is 
concerned, the local citizen agent of the Sovi 
may be a bartender or waiter in favorite Americ 
off-duty haunts, a stTeetcomer carwasher in the 
vicinity of the American Embassy, a newssta 
operator close to a U.S. installation, a travel age 
representative, a real estate agent used by Am 
cans in search for housing, a government offic 
with frequent American dealings, a person who is 
socially or culturally prominent and who entertain^ 
Americans and mixes in the same social circles — the 
list is ulmost endless. 
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It is pertinent at this point to stress an inade- 
(uately appreciated fact — that it is standard, lit- 
• <Uy routine, practice of Soviet Intelligence abroad 
identify the bars and cafes which become favorite 
'•••iigouts of the highest priority American target 
«• 'tip— the code clerks, Marine guards, secretaries 

• I files personnel of American diplomatic, military 

• • 1 other official establishments. It is an easy mat- 

for the Soviets to insert local agents into this 
•milieu, agents who do not generally arouse the 

• plcion of their targets but are able to spot and 
-• ume acquainted with those Americans who, 

iough their own talk and behavior, indicate that 
1 ' V engage in the black market, are in debt, are 
v • •miscuous, drink too much, arc frustrated in their 
rU or resentful of their supervisors. Such persons 

• mJ their vulnerabilities quickly become known to 
i>rict Intelligence officers and automatically be- 

•ne targets for more intense Soviet interest. 

Illustrating the value of local nationals to Soviet 
'rlligence in the developmental phase of oper- 

• < jus against Americans is the case of a restaurant 

•iprietor in a foreign capital who for years— either 
m an agent or possibly as an unwitting tool — pro- 

• hIimI a unique environment in which the KCB was 

• ‘ W* to spot, assess and open up direct access to 
<M*rican Embassy employees of high priority in- 

• Higcnce interest. 

Tlic restaurant owner, a man of some wealth and 
•■u.tlly popular in the medium and junior levels 

• il»o diplomatic "jet set," ran a catering service 
he the diplomatic community, including the Soviet 

• Hilmssy. Both his restaurant and his private 
tfttilment, where he entertained foreigners lavishly, 
Mm frequented by Soviets, among them three iden- 

*1 KCB American Department officers. 

“itrongly attracted to American women, the res- 
iMVtnt owner— quite possibly on Soviet instruc- 
Mmm — dated a number of American code clerks and 
•Mvfituries and through them met and drew into 
*-• social circle practically all of the personnel of 
ih* rmbassy communications section. The KCB 
4H««n, almost always present at the same parties, 
l»«l ample opportunity to study their potential tar- 
» i« at leisure. One code cleric, a divorcee, is 
to have become an active target before she 

* t* transferred out of the an* One of the KCB 

4 rn succeeded in dating h» . » relationship she 

not report at the time) and a non-diplomatic 


employee of a neutral embassy who has since con- 
fessed to being a recruited KCB agent was given 
an assignment — in which be failed — to cultivate 
and seduce her. 

Local Employees of US. Installations 

Since cultivation of selected Americans for re- 
cruitment demands that Soviet Intelligence have 
the best possible picture of what the American 
does and what he is like, the KCB seeks inside in- 
formation on American personnel of embassies and 
other official installations from all sources, includ- 
ing locally hired, non-Amcrican employees. Tlie 
scope of this Soviet effort is such that it must be 
presumed that there are Soviet agents among the 
local employees in a great many U.S. embassies and 
military installations. 

Once recruited, local employees are asked to de- 
scribe individual Americans to whom they have 
access, their functions, work habits and routines, 
personal characteristics and attitudes, their asso- 
ciates, and as much as possible concerning their 
personal weaknesses and vulnerabilities. In addi- 
tion, local employee agents are asked to supply 
phone directories, floor plans, personnel lists, sam- 
ples of classification stamps and stationery, and to 
describe installation procedures, functions, docu- 
ment storage practices, etc. Finally, recruited local 
employees have the capability of emplacing con- 
cealed electronic listening devices on behalf of 
the Soviets. 

Soviet Intelligence regards local employees of 
American installations as vulnerable to recruitment 
even though it recognizes that they are usually 
well-paid by local standards and anxious to retain 
their jobs. In spotting and collecting information 
on load employee recruitment candidates, they look 
for the individual who is more interested in addi- 
tional money than sympathetic with American 
policies, who is discontented with his— or her — lot 
because of failure to be accepted as the professional 
or social equal of American colleagues in the same 
establishment, or the individual who can be com- 
promised in one way or another and thus recruited 
on the basis of threat of exposure. 

In attempting to recruit local employees of U.S. 
installations the Soviets have a particularly useful 
inducement lever to supplement the lure of money 
and other forms of reward. This is the fact that 
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in most countries espionage laws apply only to 
espionage against the local government and there 
is nothing illegal about a local employee reporting 
to the Soviets on American personnel and proce- 
dures or even passing American documents. In 
cooperating with the Soviets, the employee risks 
only loss of his or her job, with little or no possi- 
bility of legal action by the local government. 
In this connection, it is of interest to note that 
recently in several Western countries Soviet Intelli- 
gence officers have flouted tradition by breaking 
cover and openly admitting their intelligence status 
to local government officials. Where this has been 
done, it has been coupled with reassurance (rec- 
ognizably false) that local Soviet intelligence ac- 
tivities need be of no concern to local security 
services since they are entirely directed against 
Americans. ^ 

In many countries of the Middle East which have 
large Armenian communities, American embassies 
employ Armenians, often in preference to other 
local nationals, because of their native intelligence 
and initiative. These are natural targets for Soviet 
recruitment. There have been numerous situations 
in recent years in Lobunoi ran, Egypt and Syria 
in which Soviet intulligt i.. officers of Armenian 
background have used the common bond of Ar- 
menian heritage and often the existence of relatives 
in the USSR to establish contact with and cultivate 
Armenian employees of American installations. 
There is evidence that a number of these employees 
have been successfully recruited by the KGB. 

The fact that the KGB has also been successful in 
other areas can be rather dramatically illustrated 
by the following case history. 

An aging and jealous lover, vindictively deter- 
mined to keep his 33-year-old Belgian mistress com- 
pletely dependent on him, was responsible for ex- 
posure in April 1967 of a KCB operation which had 
spanned five years, successfully achieved penetra- 
tion of American Embassies in Tunisia and Belgium 
and, at the close, was directed at penetration of 
Supreme Headquarters, Allied Powers Europe 
(SHAPE). 

As a result, a KGB officer assigned to Brussels as 
a TASS correspondent was arrested and expelled 
from Belgium. Two of his intelligence colleagues 
who had also figured in the case, one a Soviet 


Embassy attache, the other a Soviet film repre- 
sentative, were quietly made aware that their con- 
tinued presence in the country was unwelcome. 

Neither the 70-year-old betrayer nor the female 
agent of the Soviets in this case has been publicly 
identified. The press, in somewhat abbreviated 
coverage, spoke of the woman only as “Madame 
X." The case, however, is worth attention in more 
precise detail here, not only as an extended opera- 
tion against American personnel and installations 
abroad, but as illustrative of typical Soviet manip- 
ulative techniques against the American target and 
very patient persistence in the face of problems 
which threatened control of their agent and at 
times temporarily disrupted the operation. 

“Madame X,“ mother of a small child and newly 
separated from her husband, went to Tunis in early 
1962 to be near her stepfather, a Belgian citizen 
working for the Tunisian Government. She 
quickly obtained employment as a tri-lingual sec- 
retary/ interpreter at the Bourguiba Institute of Lan- 
guages and three months later found herself a re- 
cruited agent of Andrey Nikolayevich Zelenin, a 
KCB officer under cover as an attache of the Soviet 
Embassy. 

Zelenin was enrolled at the Institute, ostensibly to 
study French, but obviously to survey the multi- 
national student body for likely agent prospects. 
Zelenin promptly turned to “Madame X" with one 
of the most familiar of all opening gambits by 


FIGURE 11. ANDREY N. ZELENIN 
'Madam* X" f*H emotionally bound to him 
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Soviet Intelligence; he asked her to give private 
French lessons to hi* wife in their home. After 
•ach of these regular lessons, Zelenin was on hand 
to escort “Madame X" home. There is no ques- 
tion but that Zelenin rapidly acquired strong In- 
fluence over his Belgian prospect; then and there- 
after she was emotionally and perhaps romantically 
attracted to him. The feeling of personal obliga- 
tion, which Soviet Intelligo- always seeks to in- 
spire, was certainly present Vhen he offered her 
money for information ou faculty and student 
prrsonnel of the Institute she accepted without 
(uestion. Zelenin's interest was directed at the 
diplomatic and government personnel of several 
nationalities, particularly American and French, 
who were enrolled at the Institute. He wanted — 
* ud received — personal assessment data on them, 
•W-scriptive details of possible vulnerabilities, need 
lor money, interest in sexual affairs, etc. 

In November 1962, to the delight of Zelenin, 
‘Madame X“ succeeded in obtaining a job at the 
American Embassy in Tunis. She was first in the 
•Upping section of the General Services offices but 
won moved to much more interesting positions 
i Irom the KGB point of view) as switchboard oper- 
•t«»r and receptionist During her seven months 
i embassy employment the Belgian woman ful- 
•lied requirements from Zelenin which included 
fetches of embassy offices and names of their oo- 

• ‘pants and information on all embassy personnel 
/«lenin put special stress on certain categories — the 
Mirity officer and his American secretary, person- 
al of the Military Attache's office, and intelligence 
«« •] communications personnel 

Although “Madame X" was to resign her embassy 
••h in Tunis and return to Belgium in July 1963 

• complete legal proceedings in connection with 

long-pending divorce, Zelenin actually left bc- 

• •<© she id; he was transferred to the Soviet Em- 
*— asy in Algiers. However, before departure he 

• nied her over to a new Soviet contact, Yevgeniy 

• -Nirgiyevich Muratov, a KGB officer serving as 
’• vd secretary of the Soviet Embassy in Tunis, 
i- the final months of her stay in North Africa, 
M Belgian woman continued to work on the re- 
tirements already given her and held pre-arranged 
Uandestine meetings with Muratov on the outskirts 
J Tunis. Just before she left for Brussels, Muratov 
pN her instructions on how to make secret con- 

• ft with a Soviet intelligence officer in Belgium. 


Her first Soviet handler in Brussels was Vitaliy 
Dmitriyevich Balashov, an attache, whose interest 
in American targets had first been noted several 
yean earlier during an initial intelligence assign- 
ment in Belgium as a student at the University of 
Brussels. Soviet plans for “Madame X" in Belgium 
were predictable: she was told to apply for a job 
at the American Embassy and Balashov said he 
would pay her no money until she was successful, 
By November 1963 the Belgian woman was in place 
in the American Embassy as a secretary. 

“Madame X" met Balashov once a month to col- 
lect a KGB payment of about $100, to report on 
her progress in fulfilling Soviet requirements and 
to receive new instructions. She provided lists of 
embasv. personnel complete with home addresses, 
telephone numbers, vehicle license plates, etc. She 
gave personality information on an American 
female code clerk. Balashov asked her to report 
the names of Americans in what he called the “spe- 
cial services,” a reference to intelligence personnel 
whom be said she could easily spot by their irreg- 
ular and often late working hours. Presumably, 
she did this also. She gave Balashov the location 
of Marine guard posts within the embassy installa- 
tion but was unable to meet a requirement to pin- 
point the exact guard shift schedules. At embassy 
parties and receptions she followed instructions to 
study the behavior of those present, to note those 
who drank too much and to report on relationships 
within the embassy group. 

Balashov was apparently not completely satisfied. 
He told his agent about an “armored room” on a 
specific floor (showing accurate KCB pinpointing 
of the embassy communications area) and asked 
her to attempt to get assigned in or near this 
room. Alternatively, she was to seek transfer to 
the office of the Military Attache. 

In April or May 1964, the Soviets began to en- 
counter agent control problems which were to 
complicate their operation thereafter. “Madame 
X" broke contact with Balashov, ostensibly because 
of a strong feeling of physical revulsion for him. 
Another — and probably more important factor — 
was that she had become the mistress of a man old 
enough to be her father, the elderly Belgian lawyer 
who had arranged her divorce. This was an often 
stormy and violent love affair, but during its periods 
of relative calm and financial security the Belgian 
woman lost interest in espionage on behalf of the 


CONFIDENTIAL 37 


43 



CONFIDENTIAL 



FIGURE 12. VITALIY D. BALASHOV 
Tho Belgian agent found him "repulsive" 


Soviets. She also lost interest in American employ- 
ment and, in fact, left her embassy job in August 
1964. 

Until January 1965 the KGB left her alone. In 
that month, Zelenin, the Soviet who had recruited 
her in Tunis and to whom she clearly felt a strong 
sense of personal attachment, turned up briefly in 
Brussels to bring her back under Soviet control. 
He came at the right time since her affair with the 
lawyer was by then in a period of estrangement 
and she was ripe for renewed involvement 
Zelenin urged her strongly to re-apply for work at 
the American Embassy and introduced her to a 
new Soviet who would handle her, TASS corres- 
pondent Anatoliy Trifonovich Ogorodnikov. Per- 
haps to make the new Soviet more palatable to 
her than his predecessor had been, Zelenin played 
him up as a "boyhood friend." Zelenin then re- 
turned to his post in Algiers, believing his mission 
accomplished. 

It did not quite tum .t that way — again due 


with Ogorodnikov, and one day in the late sp 
or early summer, when she happened to meet 
on the street, she told the Soviet that she was pr 
nant (tme), expected to be married soon, a 
wanted no further contact. She followed this u 
by writing a letter to Zelenin, confirming what s 
had told his colleague. 

Ogorodnikov's reaction was one of pati 
There were no threats, as there could have 
He merely said he would' continue to go to 
established meeting place monthly in case 
should change her mind. 

Nearly a year went by without further ind 
but the events which followed suggest that the KC 
kept a watchful eye on "Madame X." In la* 
July 1966, the Belgian woman (who had meanw 
experienced a miscarriage and had not 
married), had an unusually violent quarrel w 
her lawyer-lover. When the latter actually at 
tempted to strangle her, the romance broke u 
completely. It most likely was no coincidence 
Ogorodnikov suddenly reappeared on the : 
handed her a gratuitous payment of several hi 
dred dollars in Belgian francs and asked her L 
apply for a job at SHAPE Headquarters which w 
scheduled to be moved from Paris to Cast 
south of Brussels, within less than a year and wou 
be in need of many new employees with her qua! 
cations. New regular meeting arrangements 
made and at each of these she was paid app 
mately $120 in francs. 

During the period which followed, Og 
began to train his female agent in some of the m 
complicated techniques of espionage tradecraft 
obviously anticipating need for more professl 
agent management after she should obtain 
ployment with SHAPE and again become o 
tionally active for the KCB. 

She obtained a camera suitable for docu 
photography, was trained in its use and submi 
test films to her Soviet handler. Ogorodnikov 
up a complicated system of clandestine meeting i 
rangements which included the use of danger si 
nals and provision for- emergency contacts. 1 


to her love affair. "Mauatne X" did, in fact, re- nally, after personally reviewing her SHAPE ap 

apply for American Embassy employment but was plication forms, Ogorodnikov in December 1901 

turned down on the basis of an undistinguished told her he would be going home in the sumnxj 

job performance record in the ^>ast. Having of 1967 and introduced her to the Soviet who woul4 

patched up her on-again off-again romance with the handle her after he was gone— Oleg Aleksandr! 

lawyer, she failed to keep several appointments vich Semikov, a Soviet film distribution represent! 
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tivc in Belgium since 1964. Ogorodnikov told her 
that for the sake of security she would not see 
him again and her next meeting with Semikov 
would not take place until July 1967. If, however, 
she was able to get into SHAPE at Casteau before 
that time (it was to move there in March 1967), 
she was instructed to give the appropriate signal 
for an Emergency meeting to inform Semikov. To 
keep her content, Ogorodnikov then paid her a 
sum in advance equivalent to five months' salary. 

"Madame X" was arrested by Belgian security 
authorities in April 1967. She did not know it at 
the time, but more than six months earlier her frus- 
trated lover had betrayed her to several Belgian 
officials on the basis of diary notes he had seen 
regarding her contacts with Soviets, and the allega- 
tion of her espionage work had been under investi- 
gation by both American and Belgian authorities. 
Ogorodnikov's arrest and expulsion came shortly 
after the confession of his agent, and, as previously 
noted, Balashov and Semikov were quietly and 
effectively discouraged from remaining longer in 
Belgium. 
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IV. ELECTRONIC PENETRATION OF AMERICAN INSTALLATIONS IN THE WEST 


Soviet Intelligence doctrine, as already shown, 
stresses development of agent networks with direct 
access to American installations abroad, capable 
of reporting “from the inside" and, among other 
things, of emplacing concealed miniature micro- 
phone and transmitter listening devices. 

The use of agents to plant microphones in Ameri- 
can installations in the West is a logical and in- 
evitable outgrowth of two lines of Soviet intelli- 
gence and security activity: (1) their development 
and use of technically sophisticated audio devices 
against foreign embassies in Moscow and (2) the 
high priority attached to their operational program 
against the American target abroad. Microphone 
operations inside the Bloc area are, of course, well 
known, including the scores of microphones found 
in recent years in American embassies in Moscow 
and Warsaw and the hundreds which have been 
found in other Western embassies and official resi- 
dences (including American) in the Bloc coun- 
tries. The Soviets are known to consider their 
Moscow technical operations as highly successful 
and valuable and have, through application over 
many years, acquired experience in audio opera- 
tions which they have shared with the intelligence 
services of their Bloc colleagues. Not surprisingly, 
the Soviets have carried these techniques over to 
their operations in the West, particularly those 
directed against American installations. There is 
reliable information that the KGB, as early as 1953 
or 1954, successfully introduced microphone- 
transmitters into American embassies in two West- 
ern European capitals. In one of these operations, 
the device was concealed in a flower pot brought 
into the embassy by a locally hired janitor or char- 
woman. There is also reliable information that 
the CRU engages in aggressive audio operations 
in the West and has successfully planted devices in 
certain offices or residences of NATO military and 
other governmental officials. 

Confirmation of Soviet intentions in this field of 
espionage activity has been repeatedly obtained 


through double agent operations in at least a dozen 
countries. Soviet intelligence officers have dis- 
cussed with their agents plans for emplacing de- 
vices in American and other Western offices, resi- 
dences and even automobiles. Tangible indica- 
tions of this kind first began to come to light more 
than 10 years ago, but there has lately been a 
marked increase, particularly in the past five years. 

Discoveries in Ghana, in the wake of the coup 
which ousted the pro-Soviet Nkrumah regime in 
February 1966, uncovered dramatic evidence that 
the Soviets are pushing audio operations wherever 
they can in the West. On the recommendation of 
Soviet advisors, an audio surveillance unit termed 
Technical Unit 3 (TU-3) of the Ghanaian National 
Security Service was created in 1965. TU-3 had 
about 22 Ghanaian audio technicians assigned to 
it at the time of the coup and the table of organi- 
zation actually called for additional personneL 
Four of the technicians had been trained in the 
Soviet Union, the remainder in Ghana itself by 
KGB technical advisor Andrey Nikolayevich 
Andreyev who was in Accra from June to Decem- 
ber 1965. The large stock of Soviet-supplied tech- 
nical/operational equipment found in the well- 
equipped electronic workshops of the still-incom- 
plete TU-3 headquarters (camouflaged as the “Na- 
tional Science Research Laboratories") included 
Soviet clandestine agent communications gear, sur- 
veillance transceivers, and transmitters and micro- 
phones for audio installations. The elaborate and 
costly Ghanaian facility, a KGB stepchild, was os- 
tensibly intended to shore up and maintain internal 
security of the Nkrumah government; in fact, TU-3 
with the direct participation of Andreyev and an- 
other KCB officer had already “bugged" two Accra 
hotels and was about to do the same job on five 
others. However, there can be no doubt but that 
the unit, under Soviet tutelage and on behalf of 
KCB interests, would ultimately have been directed 
against Western diplomatic missions, including 
American, had tho coup not toppled the regime. 
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Although KCB and CllU use of recruited native 
Americans to install audio devices is by no means 
• «« ludcd, Soviet operations against indigenous em- 
ployees of American overseas offices lend them* 
'• Ives particularly to audio installations as in the 
IU53-54 janitor operation mentioned a!>ove. A 
more recent example occurred in 1965, when the 
KGB recruited the butler of an American ambus- 
Mtlor for the pur|K>se of liaving him place a small 
microphone-transmitter under the ambassadors 

• lining room table. A slight variation occurred in 
another country at about the same time. A local 
employee of an embassy of a NATO country, work- 
ing in the office of the Military Attache of that 
imintry, confessed to being a KCB agent and to 
having been instructed to report in advunce when- 
ever the American Defense Attache was scheduled 

l in visit the agent’s superior. His KCB handier said 
h. would then give the agent a battery-operated 
klrvice to be placed under the table or desk to 
triord the conversation between the two attaches. 

Techniques of miniaturization and electronic 
mphistication have long since developed to the 
|w»int where devices such as those referred to above 

• an be easily and rapidly emplaced by an agent 
with access to offices of interest. For example, a 
tlmi block of milled wood less than 12 inches long 

found attached to the rear of a bookcase in 
I lie library Ztanfcrence room of an American em- 
l*a%sy in the Middle East in early 1967. It con- 

| lained a Soviet-built transmitter and microphone, a 
control switch receiver (by ich the device could 
!*• turned on or shut oil . . . ill by an electronic 

ogual from outside the embassy) and a self-con- 
i anted battery power supply. To apply such a de- 


vice, shorter than a common ruler and not much 
thicker, requires less than 10 seconds. The agent 
has only to press it firmly aguinst a wood surface. 
It is then held in place by sharp, built-in tacks at 
each end. 

In August 1967 another Soviet microphone-trans- 
mitter device, essentially identical to that described 
above, was discovered attached to the underside of 
a bookcase in the office of the American Charge 
d Affaires in a central African republic where there 
is a strong KCB representation. Numerous tuck 
holes under the same bookcase and under a simi- 
lar bookcase in the vacant office of the former am- 
bassador gave evidence that at least two audio 
devices of the same type had been successfully put 
into place in the two offices over a period of months 
and had been periodically removed, probably for 
replacement of batteries, then re-empiaced. 

In bo tli 1967 cases mentioned here Soviet suc- 
cess was the outgrowth of an “inside" agent opera- 
tion exploiting full knowledge of the pattern of 
embassy activity and ready access to the selected 
target rooms. With respect to the Middle East 
case, the embassy library/confcrence room was on 
the ground floor adjoining the reception area where, 
during working hours, a local employee was on 
duty. Normally, except when a conference was 
scheduled, the library had been accessible to all 
embassy personnel including local employees. In 
the Africa case, the embassy in question, located 
in one section of a large commercial and apartment 
building, was lacking a Marine guard force for 
maximum physical security at night and on week- 
ends. In addition, local employees had freedom 
of movement throughout the installation during 
duty hours. 
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V. REVIEW OF SOVIET OPERATIONAL TECHNIQUES AND GAMBITS 


The case examples cited so far to illustrate KCB 
mnI CRU use of staff and agent personnel against 
' ih ricans abroad have reflected various opera- 
techniques and gambits employed by the 
lavint intelligence officer to spot his targets, to 
i direct or indirect access to them, and to assess 
n in the unceasing search for vulnerability or 
• ptibility. Tlus section will review some of 
.. techniques — and refer to others not yet men- 
Ibx.id — and seek to put them into focus on a 
|p«ailer basis without reference to individual types 
4 targets. 

Although various Soviet Intelligence doctrinal 
tffttepts about Americans abroad have already be- 
m- ■ clear (i.e., that junior employees are, in ef- 
fci « "second class citizens" and thus more vulner- 
and that students are good targets because of 
rrlative immaturity and lack of funds), there 
ifr "thcr practical as well as doctrinal considera- 
Wt* •• that have much to do with the intensiveness 
ft the Soviet effort against overseas Americans and 
techniques employed. 

•i' View of the American Abroad Target 

From the Soviet viewpoint, operations against 
Afl>> hi uns in overseas assignments outside the Bloc 
p>« arc, generally speaking, easier and more re- 
Mf4ing than the same operations would be in the 
Hm«nJ States. Obviously, one factor in this con- 
mi •lion is the severity of FBI counterintelligence 
tB' i • age which inhibits, if it does not entirely pre- 
•m k(;b and CRU efforts to recruit Americans 
¥ '• mr. But there are other considerations as well 
•ftrf these largely relate to the Soviet image, based 
fm H|NVience, of the indivi .1 American outside 
Honnal environment. 

IV average American, as the Soviets see him, 
to serve abroad for basically materialistic 
•—t •« liish reasons. The KCB summarizes this 
in the following words. 


"Americans like to remain abroad for extended periods 
because of the various material benefits such as higher 
salaries, a chance to save money due to lower overseas 
living costs, certain lax exemptions, rent-free quarters, 
longer vacations, and the opportunity to engage in 
profitable foreign currency exchange." 

Whatever the accuracy of the above observation, 
it is a known and recognized Soviet concept, un- 
questionably drawn from operational experience, 
that Americans away from home tend to let their 
guard down, to talk more freely, and to enter more 
freely into contact with foreigners, including So- 
viets. There is recognition, of course, that there 
are exceptions to the general rule, that in some 
areas Americans refuse to have contact with Soviet 
nationals and are increasingly prone to report con- 
tacts when they do take place. However, in prin- 
ciple and practice, the KCB and CRU work on 
the theory that overseas Americans in general, by 
their open conduct, talkative nature, and freedom 
of movement and associations, are relatively ap- 
proachable— directly and indirectly — and that the 
entire operational process from spotting through 
development to recruitment is less difficult than 
in the United States. 

An additional factor (mentioned earlier in a dif- 
ferent context) also affects the intensity of the So- 
viet program against Americans and permits the 
often free-wheeling, shotgun approach techniques 
frequently employed abroad. This is Soviet 
knowledge that in working aggressively against 
Americans outside the United States, including re- 
cruitment and use of local agents against them, 
they are violating, in most cases, no local laws 
since the activity is not directed against the host 
country. Thus the Soviets, os well as their local 
agents, are not normally punishable in the event 
an operation against Americans fails and is exposed. 

Use of Material Incentives 

Soviet Intelligence literally believes that Ameri- 
cans will do almost anything for money, and the 
factor of material incentive is somewhere present 
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„ oemut.ten^ iMelttoa ynpauoMaa tore *a yapauttax*. b 
. S K»x ycaowHX ootWXMBKS rOCJAapCISB«BaX yttpe«AOU» expo- 
3 MT Hcioro«iot»o noaataxoR opoerp .ipa*a toipatia , floaoi no- 
Ti.,-ari. peflcty.AlU MHMwaaa ax tfoey-tsn noeo u> onataoR 
sretryfb axa x0B«J»t** lH ‘ a bmw** atnoAiayoaiix * ««uc.tbb 

"ucayirfos. 

toaiaoa umue > BcfSosoHuoi, padOTu ( CWA yicaact'K 
aofXcajtao xaa vb apiapaBJikabt. ocbo.n. , ti.t a Ha oouoij KOiw* 
rpox>wpy»«or aawpaaaoa. 

i-TOflk npuauao acno/.iSuBati ijaxtop aatopaaxiioA sanit- 
TifLaoaaxuoofli, J«o<lxoAMeo,n|nBAo aoufo.noHMan noixaxy 
a^pxKaaua, xctopaS tpcaio y:.aipi,ta> i a loaarsx pAlHOTSoa- 
hoo opaAOtno odoonafleaKn . ro Axasob .boPoa. a Hcsawtitaosw, 
p.oaBoztutaee eay yxoBAotBopHtB ■atcpxar.iHue a Ayxoaxue vanpe- 
:n. laxcll hoaxoa a AuHtra.. nooo*Aa-T y cpoAm.ro aaopaxaHin 
napaaPopxxaocti a cpcaciBax ax npaodpotouaR, anoraa CiH3aH- 
nyn c patKOa. 


b ■« BF«B« ciaAyot yxaiuaatb; ato a CUA cpaaaatBXi,- 
ho iwcok.iX ypoaaak aaSHa Atpaatcn 3a cuat orpaoxaHaa ttapoaoi. 
.tpyrtu crpaH. flea to ay Ouxo fli, KonpaaaAaauj ncxaraTb , atp cay- 
xa»;ra npawTaaicTauBHoro yapoMvHaa CM anoT aaaatupaoo- 
■at> cotpyAHa'tBono c coaaiaaoa ‘paaaoAkoa, cixat* samoa Hc- 
fKaaatcibHaaa cyaaaaa. Mtofia aKuota acaocti.a atot .onpoc 
u^AucooPpasHO osuaapaatbca c paseupot aapnxara amipaxaimua, 
fafloraoaax a ropyjapctscHHUx yxpa tAoiiattx. yaHaapAiaa* » a p-' 
mats MBBtHaoitero janAOaata, uanpiuup, ooctaBAaot 600 aoa- 
aapOB b atom* Caaofiiarataax iiaaoroa), a onataui Aanxoaat 
ooaynaeT causa It/X) AoaaapoB o aacap. t to tpaai tax (no » a « 
Ha. sa M r.) npc*,^ a.xaayu aa ca.a“.a aataplx H *! 
I0BBX B Caa coatauini oxoao 4000 joAxapoi b roA, a-aaaa." 

* J,t>aaoi “ tlu paiHC “* 504 ,ou «“ ’ «W 


FIGURE IS. PAGE FROM TOP SECRET KGB TRAINING MANUAL (1962) ON RECRUIT- 
MENT OF AMERICANS 

The middle paragraph! reflect one atpect of the Soviet Intelligence concept of American! 
as materialistic and money hungry as cited In this chapter 
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•h utmost every type *»l r» • • .ment operation, 
kCB doctrine uu this mutter is quite explicit. 

“The iucvradul uw uf litiuiicuil motivation In rociuit- 
men! requuev uii uiidcn.liiiidliig of the psychological 
makeup of die avenigu American. lie seriously flunks 
uf money us the only thing wIik.Ii uiii unsure his |»cr- 
wmul liccdoui and uidcpciKlcucc uimI fulfill his mu- 
ter ml and spirit uul needs. This typical American ulti- 
hide Inward money creates indifference to tire iikuih by 
which it u obtained, even though ibk is sometimes 
Involved. . . . Dcleniuiiulinn of un American* in- 
come hi of extreme j/ri|Nirl.njce to his development ami 
particularly to hu recruit ment." 

The ubove quotation udds un udditiunul und 
yniuil facet to lire Soviet image of Americans 
•luuud. The ovcrull accuracy of this image is not 
»•* important consideration. It is, however, the 
product of numerous successful Soviet recruitments 
f Americans, it infUictici*-\ KGB and CRU opera- 
ftunul planning, und it explains why so frequently 
»• developmental eases innoceut-uppeuring ques- 
Mmiis ure asked uhout salaries and financial diffi- 
•oltios and why oilers of gifts und loans have be- 
•«nie standard practice. Soviets in the West do 
art make louns or offer gifts unless authorized to 
£ vo, those who do ure intelligence officers or 
flrt ir agents, and their motives are clearly profes- 
m <mI rather than personal. 

tlw Direct Social Approach 

I luvious and indirect Soviet methods of approach- 
mil Americans abroad are by no means uncom- 
m •> as has already been shown. But in the 
•or'rily of restarted cases the approach has been 
1 und on an initially social basis with many 
^'mIioiis, sometimes extremely subtle, in the teeb- 
m Kin of followup. These in each case, are 
touted to the individual under cultivation. 

11.4 direct Soviet social approach to Americans 
ad has been observed since approximately 
It*) By 1951, it was evident that earlier Soviet 
■i *». lei which kept their personnel who were sta- 

• • • al outside the USSR in strict seclusion and pre- 
•« U< I unofficial relations with Americans and other 
feigners had been relaxed. By 1953, a definite 

of deliberate Soviet social contact with Ameri- 

• a*, abroad at varying official levels had been noted 

• •« h ast 30 countries. The trend is now global 
«i l<r« ttoc and its intelligence application has been 
faNbalucd in official KGB operational instructions 

k n the following. 


"The mtulllguru* ullictsr muat understand dial estab- 
lishing a confidential and umiHiclul relationship with 
an American b a (tup toward full recruitment and a 
clutMiuntlne relationship . . . the confidential relation- 
ship must be initiated In such a way that the American 
dues not realize that he b in contact with an Intelli- 
gence ^officer or suspect tJ»e officer's real hi tendons.’* 
"When diking up an unofficial acquaintance with an 
Am Tk'.iM government employee, it b very important 
not to ulurm turn by prematurely asking Intelligence 
questions. Try to win dto American's confidence and 
create a friendly relaUoiudiip. It b important to stimu- 
late lib uitnrcst during conversation with him and to 
give a personal flavor to your own Interest in certain 
topics." 

Regardless of whether the social approach by 
the Soviet to the American is the outgrowth of a 
diplomatic or public function, a “chance** encounter 
or the result of an introduction at a bar or on the 
street or at a swimming club, tlas Soviet frequently 
takes the initiative. He is amiable, shows personal 
interest in liis new acquaintance, possibly flatten 
him, and suggests a further meeting which may take 
the form of on invitation to a Soviet embassy recep- 
tion, a Soviet film showing or a local performance 
by touring Soviet artists. Once one invitation is 
accepted, others follow — to sport events, to the 
theater, etc. As the KCB has noted: 

TlcketJ to (them events) am seat or given to even 
alight acquaintances. Such gestures are regarded by 
Americam oj quite Innocent. During intermission our 
officer approaches his target American and engages him 
in conversation suitable to the occasion but really in- 
tended to moke possible a followup relationship 
widt him." 

In many coses, particularly involving code clerks, 
secretaries and other junior-level personnel, the 
Soviet will resort in the early stages of cultivation 
to a form of friendly baiting designed to keep the 
American from reporting the new relationship. The 
Soviet will suggest, perhaps regretfully, that of 
course tire American doesn’t dare to meet with a 
Soviet without reporting on it to his (or her) se- 
curity officer. Americans have been known to in- 
terpret such a suggestion as a slur on their personal 
freedom, to deny any need of reporting and to 
accept the implied challenge. This Soviet gambit 
shows a good understanding of the psychology of 
many Americans. 

Typically, the Hospitality soon broadens into 
family visits and outings, with small gifts to the 
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American target's wife and children. Tile KCB 
covers this aspect in the following words: 

"In orttcr to solidify overtly ucltioved friendships with 
Americans, uur uJliivrx under Soviet khubussy cover 
usually present gifts im New Years' Day or other ap- 
propriate occusions, The uiU'lligitncu olliier will de- 
liver las gift in |>crsmi at the American's home at a 
tiiiKJ when the latter is normally there. The purjiosu 
is to inject an unollieial, friendly Havor into the rela- 
tionship In return, the American usually rcsjxmds by 
visiting the Soviet's home to present a gift." 

As in the case of tlic American data processing 
technician in a Moslem country, language lessons 
are often brought into the picture at a!>out this 
point. And it is here thut the wife of the Soviet 
intelligence officer has been seen on muny oc- 
casions to play a supporting operational role. 
Without specific reference to language lessons 
which arc by now a standard developmental 
gambit, the KCB outlines the role of the Soviet wife 
in these words: 

"I I is often helpful if the intelligence officer lakes his 
wife with him when visiting die home of a |>crson 
under development. With his wife’s assistance, die 
officer cun clarify certain (mints of information or 
assessment concerning the target individual and thereby 
determine huw best to streugdien his relationship 
with him.’* 

In the early stages of direct cultivation, con- 
versation is on harmless topics, sport, art, life in 
each other's country, etc. The Soviet may say 
he is bored with life in a foreign country, perhaps 
bored with his own countrymen, lonely for new 
and stimulating companionship. Controversial sub- 
jects ore avoided or gloss '- 1 over. This whole 
preparatory process has a | »ose; assessment of 
the American's potential u-n illness for espionage 
and assessment of him from the standpoint of the 
possibility of recruitment. This requires knowl- 
edge of the American’s personal history, his family 
situation, his financial standing (most important, 
as already indicated), his unfulfilled ambitions and 
possible weaknesses for women. During this assess- 
ment stage, the Soviet seeks to cement the friend- 
ship and at the same time — usually through gifts — 
create a sense of obligation for hospitality. Given 
the Soviet concept that money is the all-important 
American motivation, tactics may sometimes be 
ludicrously crude and include direct and very per- 
sonal questioning about the American's income and 
debts, how much he pays for rent, the amount of 
his taxes, etc. 


Sooner or later in the developmental process, 
assuming that the Soviets have concluded that 
they have an interesting prospect on the line, small 
aspects of clundcstinity will be gruduully inserted 
into the relationship. Less public and more un- 
usuul -meeting places will be suggested. The tar- 
get will be requested not to call the Soviet at his 
official number "to avoid embarrassment for you* 
and meetings may be suggested ut pre-arranged 
times and places. All of this is conditioning for 
what may follow. 

Eventually — perhaps within weeks, perhaps not 
for months — the Soviet purpose will begin to 
emerge, although at first it muy not be recognizable, 
as in the case of the Vienna student already de- 
scribed. The Soviet will usk his American friend 
to help him collect information of un overt nature — 
perhaps for a journalist friend, ]>ossibly for a re- 
search paper or article which the Soviet himse 
claims he is writing, perhaps even for an informal 
public- opinion poll. The Vienna student was asked 
for character assessments of his fellow Americans 
and saw nothing disturbing ubout the request. A 
European national in the Middle East, under So- 
viet cultivation because of his access to Americans, 
was dealt with somewhat more frankly by liis So- 
viet officer. The request went something like tliis 
"You know muny people here. They will tell you 
what they won’t tell me . . . they will speak mor* 
frankly to you than to me because I uin a' diploma 
and represent a country that, unfortunately, does 
not find much favor with them. Therefore, as a 
personal favor, will you ask Mr. Blank, whom you 
know, what. . . .* 

Requests of this kind, even for the most overt 
information, may be coupled with an oiler of pay 
ment. If payment is accepted, u receipt will usu 
ally be requested under some plausible prete 
The process of gradual involvement is by this 
time well under way and elements of clandcstini' 
and po. .ble potential compromise factors a bead 
pres -nt. 

Finally, one day, in an atmosphere of wa 
friendship and mutual trust, the recruitment p~ 
ess will be brought to a head with a request for 
information or a service that is clearly of an in- 
telligence nature. Typically, generous financial re- 
wards will be promised. If the American beconr 
frightened or refuses, he will be met at first with 
reasoned argument and renewed profess' 
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i friendship. Depending on the course of the 
. viut assessment and softening-up process, a 
i.4ii| t r line may follow: threats and warnings to 
• i .ink matters over — particularly if the American 
i a . already slipped over the line and exposed him- 
•‘II to compromise. Whatever the American’s ini- 
tial reaction, the Soviet, as in the case of code clerk 
i >i»imld Ultun, will press for one or more additional 
•ttmtings. 

Mucel luiieous Development and Recruitment 
I « rimiques 

No hypothetical composite *\ or even a series 
■4 actual cases, can |>ossibly illustrate the full range 
■4 Soviet operational practice employed to meet, 
4»vdop and recruit Americans abroad. Several 
which have not yet been mentioned or are worth 
additional clarification and emphasis by way of 

• lining are briefly discussed below. 

( 'ompromise 

Although the KGB, by its own doctrine, regards 
fcuucial inducement as normally the decisive factor 
to ujccessful recruitment of Americans abroad, the 
•k iiiunt of compromise is also an essential part of 
*»i h such operation. It is brought into play in 
wy* which are often not fully appreciated. 

From the viewpoint of Soviet Intelligence, any 
Wirican who agrees to an unofficial and personal 
» i i ions hip with a Soviet and conceals the fact 
hum his (or her) superiors has already taken a 
•<«t compromising step. As the relationship deep- 

i and becomes more intimate along typical lines, 
*•». I) us described above, each Soviet move is in- 
I ...led to increase the degree of compromise. By 
HMptfng the small aspects of clandestinity which 
gradually introduced, such as not calling the 
t'vint at his official number or agreeing to meet- 
I- f % ut unorthodox times and places, the American 

• impounds his original compromise. The initially 
ft Mcunt small “favors” which the Soviet asks on 
I* . basis of friendship are a calculated part of the 
«>nnpromise process. So is the offer of payment 
»ud the seemingly plausible request for a signed 
i- ■ "ipt. Meanwhile, the Soviet through probing 
••*•1 other means uncovers indications of personal 
weakness and vulnerability (the presence of debt, 
Mi* v.ivc drinking, promiscuous sexual habits, etc.), 
<- i.hJi are treated as "secrets” between the Ameri- 
i mi and his Soviet "friend" and thus also become 


part of the compromise web. The effect of this 
process over a period of time is to draw the Ameri- 
can into a "confidential" relationship, from which 
the American gradually comes to realize that he 
cannot withdraw except at the cost of ucute em- 
barrassiycut — and perhaps severe personal conse- 
quences— by disclosing the compromise to his 
superiors. 

Actually, the build-up and use of compromise by 
Soviet Intelligence is largely for psychological effect 
both during the period of development and at the 
time of recruitment is attempted. In operations in 
the West, the Soviets normally have no serious in- 
tention of using compromising information to black- 
mail an American into doing their bidding. Use of 
coercive threats to destroy an American’s career 
by exposure of compromising information is a re- 
cruitment technique only rarely employed outside 
the Sovi. i Bloc area. This is because in Western 
countries the Soviets lack total control of the en- 
vironment, such as they enjoy in the USSR, in their 
operations against Americans. It is thus difficult 
for them to acquire truly damaging evidence in a 
form which can be effectively exploited for black- 
mail. 

In Moscow and the East European countries, 
however, blackmail is standard operational prac- 
tice against Westerners, including Americans. Op- 
erating on their own grounds, the KCB and the 
cooperating Bloc services can work under con- 
trolled conditions to secure disasterously compro- 
mising evidence (usually photographic and/or re- 
corded on tape) which is then used as a means of 
recruitment. The well-publicized case of Irwin 
Scarbeck, the Foreign Service officer stationed in 
Warsaw who became involved with a female Polish 
agent and was blackmailed into accepting recruit- 
ment, is only one of numerous examples of opera- 
tions of this kind 

Sexual and Homosexual Approaches 

A number of actual and incipient sexual ap- 
proaches overseas to Americans outside the Com- 
munist Bloc have been mentioned both in detail 
and in passing reference in this study. Although 
the KCB attempt to recruit Eleanor, the Bonn 
embassy file clerk, was based on shock tactics and 
threats against her own safety and the life of her 
supposed American fiance, the operation against her 
was, in its opening stages, a clear-cut case of seduc- 


CONFIDENTIAL 


53 


CONFIDENTIAL 


lion which was accomplished In a matter of weeks. 
In die case of the embassy secretary in Africa whose 
local lover was in contact with a Soviet intelligence 
officer, it seems likely that her sexual involvement 
was to lutvc been indirectly exploited on Soviet 
bclialf. The AID Mission secretary in the For 
East who ucccpted a letter from a Soviet visitor 
and uppurontly gave in to his romuntic overtures 
prior to her turnover to a local KGB officer was 
almost certainly spotted in advance as being sus- 
ceptible to this typo of approuch. 

In at leust one recent instance outside the Com- 
munist Bloc, the KGB is known to liuve recruited — 
then directed aguinst Americans — a European 
homosexual. The recruitment itself was not on the 
basis of bluckmuil (the European made no secret 
of his homosexuality and had no fear of exposure 
on tlits score), but once the agent had been re- 
cruited, the Soviets sought to exploit the homo- 
sexual aspect. They financed the agent's move to 
an apurtinent suitable for entertaining and asked 
him to report on official Americans of his acquaint- 
ance who might be active or latent homosexuals. 
The ugent was unsuccessful in this assignment, but 
if he had been able to identify and establish a 
compromising relationship with such a person, it 
is likely that the KCB would have considered 
blackmail us u recruitment technique. The KCB 
is known to regurd evidence of homosexuality as 
particularly damaging information which is ex- 
ploitable by blackmail. 

Trip# to the Communist Bloc 

The KGB is known to have instructed its resi- 
dencies, us part of the operational program against 
Americans ubroud, to “find opportunities to or- 
ganize trips to tlie USSR und !he Peoples’ Demo- 
cracies for targets under dev pment." The rea- 
son for this technique is ob\iojs. It gives the So- 
viets an opportunity, on their own grounds and at 
leisure, to assess an agent prospect in greater depth 
than is often possible in the West and to cany 
through the operation to recruitment under cir- 
cumstances overwhelmingly favorable to them. 
( In some cases where recruitments have been made 
in the West, the new agent is taken to the USSR or 
to one of the Bloc countries for intensive training 
in his agent assignment. The KCB and GRU can 
arrange this without a Soviet visa showing in the 
American's passport.) Examples of such invita- 


tions are numerous and one will suffice to illustrate 
how they usually come about. Several yean ugo, 
an AID officer in Pakistan was cultivated on a social 
relationship basis by Leonid Gavrilovich Kuimov, 
an intelligence officer under diplomatic cover as 
a first secretary. In the now familiar pattern, the 
Soviet brought small gifts to the American's family 
and the two men before long were in the habit 
of seeing each other several times a week, often 
dropping in on one another. The Soviet finally • 
asked for an AID Mission pocket telephone direo- 
tory and was given an outdated and generally 
available copy. He then probed several times to 
see if the American might be interested in a “spe- 
cial deal" on a vacation trip to Moscow. When this 
was refused, the Soviet officer switched to a new 
tack; he urged the American to come to the USSR 
for a period and accept work as a teacher. "It 
would be a valuable experience,* he said, “and 
you would be highly paid." 

The Soviets are also interested in attracting to 
the USSR as tourists persons whom they have 
spotted as potential recruitment targets. For ex- 
ample, in 1960 tliree female Peace Corps volunteers 
in Turkey visited the Ankara office of Intourist, the 
Soviet travel agency, to arrange a tourist trip to 
the USSR While in the office, they met three So- 
viets (all of them intelligence officers) who were 
persistent in attempts to cultivate them. A short 
time later, the local Peace Corps director persuaded 
the volunteers to cancel their plans for the trip. 
When the local Intourist representative, a KCB 
agent, was told of the cancellation, he prompdy 
lowered his previously set “minimum" price for the 
tour from $250 to $102. (The Peace Corps, of 
course, is an attractive target for Soviet Intelligence 
since many former volunteers have entered U.S. 
Government service and others can be expected 
to do so in future. Various types of Soviet effort# 
at cultivation of Peace Corps personnel have been 
reported from Africa, the Middle East and Asia.) 

False Flog 

Th'; Soviet technique of “false flag* cultivation 
or attempted recruitment has been illustrated sev- 
eral times and is mentioned again for emphasis 
because it is extremely hard to recognize or detect 
until the Soviet hand comes out in the open (if 
it ever does). In its purest form the Soviet hand 
should not show at all since the essence of this 
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t* Imique involves the recruiter (Soviet national 
m uuu-Soviet agent ) pretending to represent a non- 
tout intelligence service or commercial or indus- 
M«al organization, in cases where the American 
•••grt is considered unlikely to have any affinity 
* « the Soviet cause. An American of Cerman 
•trac tion might be asked to covertly help his coun- 
r of origin or an American of Jewish faith might 
W «>ked to serve the Israeli intelligence service. 
fW Department of State communications tech- 
•ferwn, whose case has been described, was asked 
• Milluborate with the intelligence service of his 
tot European country of ethnic origin — yet the 

r ition was Soviet and involved a Soviet Illegal. 

Ultan case was a variation of tire same basic 
•ahnlque. 


• ..i mbits for Contact 


I ho variety of ways in which Soviet intelligence 
(feais to open up initial contact with Americans 
to<*d and to ensure the prospect of follow-up 
•artings is impressive. In the case histories al- 
■fcdy described, we have seen Soviet officers ap- 
4i h Americans on the street, in bars, at private 
and receptions, through the intermediary of 
iM~i nationals, etc. A KGB instructional docu- 
makes further suggestions: 


In order to widen the scope of his cover for meeting 
Americans . - . Ums intelligence officer may engage in 
actively concern himself with certain aspects of 
•« iriiue or art, or take up u hobby. Examples include 
Ashing, tennis, stamp collecting and coin collecting.” 


the ubove instructions have been faithfully fol- 
to-1 in every part of the world and actually 
on. Soviets, as already shown, have or- 

r « - d games such as the volley ball series played 
V Inina, have sought out Americans to give 
toguage lessons to themselves or their wives and 
■I * taken to frequenting bowling alleys and even 
•Anne guard quarters abroad. Grigoriy Iosifovich 
• * liurov, a GRU officer recently in Rabat, spent a 
^*•1 part of his time on the beach looking for 
ifr - 1 Icon military personnel with whom he could 


strike up an informal acquaintance. A few years 
ago in Syria it was noted that Konstantin Mozel, 
a Soviet intelligence officer, was in the habit of 
spending the greater part of three days a week at 
the diplomatic community swimming pool, engag- 
ing English-speaking wives in conversation while 
their husbands were at work. 

In Tripoli the KGB instruction about stamp col- 
lecting was taken quite literally by Soviet intelli- 
gence personnel. Some of them were seen carry- 
ing folders of postage stamps about town and using 
them to strike up conversations in bars, cafes and 
other public places. If the person approached in 
this manner admitted an interest in stamps, the So- 
viet would hand over his packet, suggest that the 
potential target take it home to study and decide 
which exemplars he would like to have. This, of 
course, would open the door to another meeting 
at which stamps would indeed be discussed, and 
possibly exchanged, but the bulk of the time would 
be spent by the Soviet officer in building rapport, 
eliciting I ographic and employment information 
und laving the groundwork for subsequent meetings. 

The GRU showed considerable ingenuity in stag- 
ing an incident in Brussels in 1966 which was in- 
tended to bring one of their officers into contact 
with an American female employee of the MAAG 
Mission. Returning home one day, the American 
woman found a Soviet female, apparently ill, lean- 
ing against the wall outside her door. Her agitated 
male companion, Vladimir I. Cheretun who posed 
as Aeroflot representative in Belgium, asked if he 
could bring his wife into the American home to rest. 
Once inside, the Soviet female (never identified) 
made a rapid recovery while Cheretun attempted 
to ingratiate himself with the American woman. 
He made a second — and unsuccessful — attempt at 
cultivation a few months later by approaching the 
American on the street. Cheretun was appre- 
hended by Belgian authorities in 1967 and forced 
to leave the country because of his intelligence 
activities. 
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VI. CONCLUSION 


The efforts of Soviet Intelligence to obtain secret 
information through recruitment of Americans and 
penetration ol U.S. installations abroad are, as this 
study has shown, world-wide in scope, massive in 
proportions, tenacious and persistent, and often 
highly imaginative. KCB and CRU targets are 
varied and include privute us well as official Ameri- 
cans. But the most aggressive operational activity 
is directed against junior employees of diplomatic 
and other official establishments and against enlisted 
personnel of the military services. Priority is given 
to code und communications personnel, Marine 
guurds, file clerks and secretaries, u broad group- 
ing which the Soviet regard as particularly vulner- 
able und relatively easy to approach. 

The KCB doctrinal concept of the average Ameri- 
can, his psychological makeup, materialistic nature 
and primary interest in money and how to make 
more of it, which this study has documented, is 
a challenging one and may seem grossly distorted 
to most readers. Nevertheless, it has obviously 
proven to be true in many individual cases in 
which the Soviets have made successful and highly 
rewarding recruitments. As a sweeping generali- 
zation, the concept has been proven in error by 
many Soviet recruitment failures, even after care- 
ful assessment and preparation. The record shows 
that Americans as a group are loyal to their coun- 
try and have proven harder for the Soviets to re- 
cruit than any other nationality. However, this 
advantage is partially offset by the fact that the 
United States is "the main enemy" and the KGB 
and CRU devote more time and effort to recruit- 
ment operations against Americans than nationals 
of any other country. 

There is no reason to doubt the validity of the 
Soviet experience that it is easier to recruit Ameri- 


cans abroad than in the United States, nor of the 
Soviet view that the American overseas tends to 
have his guard down, to talk freely about 
to associate without suspicion with foreigners. 
Soviets take full advantage of the off-duty fn 
of movement and association which Americans ha 
abroad. They find it relatively easy to estab 
direct personal contact for cultivation and ass 
ment; they also manipulate a variety of local n 
Soviet ageuts and willing collaborators. 

Examples of many Soviet operational technJq 
have been shown In this study. Sometimes 
are apparent, even obvious. But they are i 
subtle and indirect. Soviet methods of sp 
assessment, cultivation and recruitment are 
tremely varied and limited only by local 
tional resources and by the imagination of 
Soviet intelligence officer. The effectiveness 
these methods is conditioned by the degree ^ 
American appreciation of Soviet intentions, 
understanding of Soviet techniques and a con 
alertness to any possible manifestations of el 

It is most important to remember that So 
in the West, as a general rule, are not perml 
to make unofficial, social contacts with Amerk 
unless there are intelligence reasons for doing 
Casual, seemingly non-contrived contact with 
Soviet should be reported in all cases to approp 
security authorities. Abnormally inquisitive 
tions on the part of non-Soviets, especially regi 
ing biographic information, private and official 
tivities, and the personal financial status of / 
can officials and employees abroad should be 
and reported. Security authorities will freq 
possess, or are in a position to obtain, inforr 
identifying Soviet intelligence officers and t 
agents and are able to provide appropriate gui * 
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